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LIMITED WARRANTY AND LIMITATION OF LIABILITY

Horner APG, LLC ("HEAPG") warrants to the original purchaser that the ETN200 / 300
manufactured by HE-APG is free from defects in material and workmanship under normal use

and service. The obligation of HE-APG under this warranty shall be limited to the r epair or
exchange of any part or parts which may prove defective under normal use and service within

two (2) years from the date of manufacture or eighteen (18) months from the date of
installation by the original purchaser whichever occurs first, such def ect to be disclosed to the
satisfaction of HE -APG after examination by HE-APG of the allegedly defective part or parts.

THIS WARRANTY IS EXPRESSLY IN LIEU OF ALL OTHER WARRANTIES EXPRESSED OR
IMPLIED INCLUDING THE WARRANTIES OF MERCHANTABILITY AND FITNES® USE AND OF
ALL OTHER OBLIGATIONS OR LIABILITIES AND HEPG NEITHER ASSUMES, NOR AUTHORIZES
ANY OTHER PERSON TO ASSUME FOR PG, ANY OTHER LIABILITY IN CONNECTION WITH
THE SALE OF THISVIODULE THIS WARRANTY SHALL NOT APPLY TO THIBODULEOR ANY
PART THEREOF THAT HAS BEEN SUBJECT TO ACCIDENT, NEGLIGENCE, ALTERATION, ABUSE,
OR MISUSE. HEAPG MAKES NO WARRANTY WHATSOEVER IN RESPECT TO ACCESSORIES OR
PARTS NOT SUPPLIED BY HBPG. THE TERM "ORIGINAL PURCHASER", AS USED IN THIS
WARRANTY, SHALL BE DEEMED TO BAN THAT PERSON FOR WHOM T8 MODULE IS
ORIGINALLY INSTALLED. THIS WARRANTY SHALL APPLY ONLY WITHIN THE BOUNDARIES OF
THE CONTINENTAL UNITED STATES.

In no event, whether as a result of breach of contract, warranty, tort (including negligence) or
otherwise, shall HE-APG or its suppliers be liable of any special, consequential, incidental or
penal damages including, but not limited to, loss of profit or revenues, loss of use of the
products or any associated equipment, damage to associated equipment , cost of capital, cost of
substitute products, facilities, services or replacement power, down time costs, or claims of
original purchaser's customers for such damages.

To obtain warranty service, return the product to your distributor with a description of the
problem, proof of purchase, post paid, insured and in a suitable package.

ABOUT PROGRAMMING EXAMPLES

Any example programs and program segments in this manual or provided on accompanying
media are included solely for illustrative purposes. Due to the many variables and requirements
associated with any particular installation, Horner APG cannot assume responsibility or liability
for actual use based on the examples and diagrams. It is the sole responsibility of the system
designer utilizing this module to appropriately design the end system, to appropriately
integrate th is and to make safety provisions for the end equipment as is usual and customary in
industrial applications as defined in any codes or standar ds which apply.

NOTE The programming examples shown in this manual are for illustrative purposes only.
Proper machine operation is the sole responsibility of the system integrator.
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PART ONE: INTRODUCTION AND CONFIGURATION

CHAPTER 1: INTRODUCTION

1.1 Ethernet Overview

Table 1.1AEthernet Protocols and Features
ICMP Ping Internet Control Message Protocol
EGD (Peer) GE Fanuc Ethernet Global Data
SRTP Server GE Fanuc Service Request Transfer Protocol
Modbus TCP Modbus over Ethernet
CsCAN TCP Server Horner APG CsCAN over Ethernet
Ethernet / IP Server ODVA CIP over Ethernet
FTP Server File Transfer Protocol
HTTP Server Hypertext Transfer Protocol (Web Server)
Half/Full Duplex Auto -Negotiated Ethernet Mode
SMTP E-mail
10/100 Mbps Auto -Negotiated Ethernet Speed
ASCII over TCP/IP American Standard for Information Interchange over
Ethernet
NTP Protocol Obtain clock from web -based server
Extended Registers Access to %R2049 - %R9999

Table 1.2AEthernet Protocols by Controller Series

Controller ICMP EGD SRTP Modbus Ethernet/ FTP HTTP ASCII
TCP 1P over
TCP/IP

NTP
Protocol

XLEe/XLTe

XL4e

XL7e

EXL6e

EXL10e

< <K<

XL+

X5

< KL KK KKK
< KL IK KK IKIKLIK
< K KK KKK IK
< L KKK KKK
< K KK KKK IK
< K <K KKK IK
<L IK< KK IKIK

< K K<L K IKIKLIK

RCC Series

<<
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1.2 Ethernet Network Wiring

I
CsCAN Network Ethernet Network
I
I
| PC
| (Running
EnvisionRY,
SmartStix | FX, Cscape,
or WebMlI)
I
I
) |
SmartRail Ethernet*
CNX100
(base) OCS e Hub oCs
«  Switch Controller
I * Router
I
SmartBlock |
Other
| Ethernet
| Supporting
Device
0Cs l
Controller |
| SmartRail
ETX200
| (base)
I

* An Ethernet hub or multicast router is recommended for Ethernet
Global Data (EGD) protocol because a switch might not be able to pass
multicast messages.

Figure 1.1AEthernet Network Wiring
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Table 13 ASpecifications

General

Ethernet Speeds

100 BaseTX Fast Ethernet (100Mbps)
XL+ Only: 1000 BaseTX (1 Gigabit)

Ethernet Modes

Half or Full Duplex

Ethernet Auto-Negotiation

Both 100 / 1000 Mbps and Half / Full Duplex

Ethernet Connector Type

RJ-45

Ethernet Cable Type Recommendation

CATS5 (or better) UTP

Ethernet Port (Applicable to QX351and XL6€)

Auto MDI/MDI-X

Application

Protocols

ICMP

Ping Only

CsCAN TCP Server

Maximum Connections = 8

EGD Ethernet Global Data)

Maximum Exchanges = 127
Maximum Data Bytes per Exchange = 1,400

SRTP Server

Maximum Connections = 16

Modbus TCP Maximum Connections = 16
Ethernet / IP Server Maximum Connections = 2
FTP Server Maximum Connections = 4

HTTP Server [non-WebMI]

Maximum Connections = 1

WebMI Server [non-HTTP]

Maximum Connections = 4

ASCII over TCP/IP

February 21, 2022
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CHAPTER 2: INSTALLATION

2.1 Connections for Ethernet

SUP0740-13.2-EN_Ethernet

Table 2.1ALAN Ports
Device One Ethernet Port Two Ethernet Ports
XLEe/XLTe \
XL4 \Y
XL7 VvV
EXL6 \/
EXL10 \/
XL+ \/
X5 \/
RCQ72 \/
RCC1410 \/
RCC2414 \/
RCC8842 Y,

Green LED indicates link - when illuminated, data
communication is available.

Orange LED indicates activity - when flashing,
data is in transmission.

LAN1 or LANZ2 ports
are available for Ethernet.

NOTE Not all models use Green and Orange LED lights. Also, if a light is illumination
(not flashing) this indicates that data communication. If a light is flashing, this
indicates data is in transmission.

February 21,
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2.2 Network Administrator Installation Notes

When connecting an OCSto a local network, the following information is provided to
the Network Administrator, as an aid in configuring Ethernet hubs, routers, switches,

gateways and servers.

221 UDPAND TCP PORTS

Each protocol supported by the OCS(except ICMP) uses one or more UDP and/or TCP
Ports as the destination port for all messaging, as shown in Table 2.1. Required port
usage for the supported protocols should be considered when configuring Ethernet

routers and gateways.

NOTE:Any port can be used as the source port.

Table 2.21 Ethernet Protocol UDP and TCP Port Usage
Ethernet Protocol : JIDf [P : : UCP P :
Hexadecimal Decimal Hexadecimal Decimal

EGD 4746 18246
SRTP 4745 18245
Modbus 01F6 502
CsCAN over Ethernet 4845 18501
Ethernet / IP 08AE 2222 AF12 44818
FTP 0014 and 0015 20 and 21
HTTP 0050 80
HTTPS 01BB 443
SMTP 0035 53 0019 25
ICMP (Ping) N/A N/A
ASCII over TCP/IP N/A User Configurable

NOTE SMTP TCPport is user configurable , but in Cscape A Messaging A Email
feature if user selects ' Obtain SMTP Server IP Address from DNS Server then
UDP connection will be used to obtain Server IP, in such case UDP port 53
(Decimal) will be used.

February 21, 2022
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222 INTERNET CONNECTIVITY

Since the OCSuses a standard TCP/IP protocol stack (powered by NetX and ThreadX),
it can communicate beyond the local network, and on the internet, for all protocols
except EGD. To do so, theOCS must be configured with the IP Address of a network
gateway server, which allows communication outside the local network. See Default
Gateway configuration under Step 5 of Section 3.1 in this manual for details.

NOTE As network complexity increases, due to Ethernet hubs, routers, switches,
gateways, and the internet, the worst -case network delay increases. In many
cases, the client software must be configured to account for this time lag. For
y-ut¢¥;y@ TWieoulcaryb® adjusted as shown under Step 2 of Section
4.2.

223 IMPORTANT: WIRELESS NETWORK CONSIDERATIONS

When using wireless equipment with industrial networks, make sure the system is
designed and installed by personnel that have been trained to use wireless networks i n
industrial environments. Site surveys, selection of equipment , and installation can be
critical in network performance.

In general, the 802.1b-based equipment is not a good choice in industrial

YyE«} 8o E£EC¢CYy£©" B h|y z8y|23y£Ew}y" UEX b& ax@®y £10) 3E Oy
are very susceptible to multi -path interference in industrial environments (large metal

objects, dense walls and floors, etc.) The 802.1a and 802.1F are less susceptible to

this interference.

Using UDP based protocols, such as Ethernet Global Data (EGD) must be carefully
considered when using wireless networks. Wireless networks are more likely to lose or
damage communication packets. Many UDP based protocols, including EGD, donot
detect and retransmit lost or damaged packets and depend on periodic data
transmissions to compensate for this lost data. If your system requires a UDP protocol
with a wireless network, make sure it is designed such that random periods without
refreshed data do not adversely affect the operation of your system.

Depending on the architecture of the wireless network and the protocols used, wireless
networks often produce collisions and extra data p ackets that are not experienced
when using a traditional wire and switch -based network. The extra collisions and traffic
coupled with the typically lower bandwidth and higher latency of wireless networks can
cause degradation in performance.
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CHAPTER 3: GENERAL CONFIGURATION

NOTE The following configuration is required for all applications regardless of the
protocols used. Additional configuration procedures must be performed for
each protocol used as described in the configuration sections of the next
several chapters.

3.1 Ethernet Configuration

To configure the OCS use Cscapeprogramming software to perform the following six
steps:

1. On the main Cscape screen, select the Controller menu and its Hardware Configure
sub-menu to open the Hardware Configuration dialog (Figure 3.J.

2. If configuring a different OCS model than the one shown in the Hardware
Configuration dialog , click on the drop-down boxes for Series and Device Type and
select the desired OCS model.

3. Click the Config button to the right of LAN1 for LAN 1 or LAN2 for L AN2, revealing
the OCSConfiguration dialog as shown in Figure 3.2.

NOTE Figure 3.1 shows a typicalHardware Configuration dialog for OCS Models.

Controller | Local 1/0 | CAN1 (CsCAN) 1/0 | LANT1/0 |

Series |XL Series Ll Description:
Touch screen Operator Control Station with
Device Type |XLde -] fixed 1/0
Properties
Model #: HEXC1E2 -
Display Type:  |240by 320 LCD
Network Ports Keypad Type: [Sfunclion keys
CAN1 [CsCAN _~| Config Program Memory: 1024 K Bytes
CANZ | =] Network Type:  |CsCAN
LAN1 [ETN300 | Config ions
LANZ it
l —I —I pports Retentive Data
Serial Ports Config

Auto Config I

ok | cancel |
Figure 3-1AHardware Configuration Dialog AOCS Modelswith Built-In Ethernet
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_AN1 Configuration X
Reaister Usage
Default Settings Register Get zettings from
IP Address: 168 . 254 . 128 | Narme: | v | s [Corfiguration ~| [ Use CAN ID for last Octet
NetMask: [ 265 255 255 . 0 | Name: | _~| E# [Corfiguration |
Gateway: | 0.0 il 0 | Name:l ﬂ 32817 |[-:mhgl.uahw:wn _I
Status: | Name:| ﬂ 16-B1T |
Version: [ Name:l ﬂ dest, |

Figure 3.2ALAN1Configuration Dialog ARegister Usage

5. Configure the OCSparameters as follows using Figure 3.2 as a reference.

3.1.1 REGISTER USAGE:

1 IP Address: Enter the static IP Address for the OCSbeing configured .

NOTE IP Addresses are entered as four numbers, each ranging from O to 255.
These four numbers are called octets and they are always separated by
decimal points.

1 Net Mask: Enter the Net Mask (sometimes called Subnet Mask) being used by all
nodes on the local network. Typical local networks use Class C IP Addresses, in
which case the low octet (rightmost number) is used to uniquely identify each
node on the local network. In this case, the default Net Mask value of
255.255.255.0 should be used.

1 Gateway: Enter the IP Address of a Gateway Server on the local network that
allows for communication outside of the local ne twork. To prevent the OCS
from communicating outside the local network, set the Default Gateway IP
Address to 0.0.0.0 (the default setting).

1 Status Register: Enter an OCS Register reference (such as %R100) to indicate
which 16-bit OCS register will have the Ethernet Status word written to it. Table
3.1 shows how this register value is formatted and explains the meaning of each
bit in the Status Word.
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Table 3.1- Ethernet_Status Word Register Format
High Byte Low Byte
Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit | Bit
16 | 15 | 14 13 | 12 | 11| 10 9 8 7 6 5 4 3 2 1
0 O |[Dup|Spd| O Rx | Tx | Link TCP Connections
Status Bit(s) Status Indication — SlalislValies -
Minimum | Maximum
0 Reserved Always 0
Dup Link Duplex (Auto -Negotiated) ODL;Z‘E 1 = Full Duplex
Spd Link Speed (Auto -Negotiated) 0 = 10Mbps 1 =100Mbps
Rx Receive State 0 = Inactive 1 = Active
TX Transmit State 0 = Inactive 1 = Active
Link Link State 0 = Down 1=Up
Total Number of Active TCP Connections
TCP Connections (CsCAN, SRTP, Modbus, EIP, FTP, 0 40
WebMI/HTTP, NTP)

1 Version Register: Enter an OCS Register reference (such as %R101) to indicate
which 16-bit OCS register will have the Ethernet Firmware Version written to it.
The value stored in the Version Register is: ( Ethernet Firmware Version * 100).
For example, for Ethernet Firmware Version 4.30, the Version register will
contain 430. For controllers with built -in Ethernet hardware, this Firmware
Version is only changed when the Firmware for the OCS is updated

1 For the Status and Version registers (if configured), the Direction settings are
always Read Only

1 Use CAN ID for last Octet: The Use CAN ID for last Octet checkbox does not
affect Net Mask, Gateway, Status or Version configuration. If the checkbox is
checked then it behaves as follows:

a. If the IP Address Direction combo box is Read / Write, the Use CAN ID
for last Octet checkbox will be unchecked and grayed.
b. If the IP Address Direction combo box is empty or Read Only, the Use
CAN ID for last Octet checkbox will be ungrayed and can then be
unchecked or checked.
c. Ifthe Use CAN ID for last Octetw| yw va- } 7 w| ywityx@ ©]| vy
CAN Network ID replaces the last (rightmost) octet of the Default IP
Address@ uf£x ©|y woe¢v}£yx 8y " 2;i© =}iji vy O]
case, if the IP Address Register edit box contains a valid OCS register,
the indicated register will be loaded with the combined IP Address.
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3.2 OCSIP Address

The OCSobtains its IP Address in one of three different ways, depending on how the
Use CAN ID for last Octet & IP Address direction checkboxes are configured, as
described in the following three sections.

Register Usage

Default Settings Register Get settings from
IP Address: | 192 . 168 . 254 . 128 | Name: | v | i [Configwation | T Use CAN ID for last Octet
NetMask: | 255 265 255 0 | Name: | | B [Configuration |
Gatewsy: [ 0 . 0 . 0 .0 | Name: | _~| @88 [Configuwation |
Status: | Narne:l ﬂ 14-B1T |
Wersion: | Name:l j 1w, |

3.2.1 STATIC IPADDRESS WITH CAN ID

In this mode, the OCE~ ] d Uxx8y~" " wo¢y" z § ol Addresswe ¢ v} £u ©]
parameter and the OCS/RCS CAN Network ID. The most significant (leftmost) three

octets of the IP Address come from the IP Address parameter. The least significant

(rightmost) octet of the IP Address is taken from the OCS (or RCS) CAN Network ID. In

this case the OCSwrites the adjusted IP Address to the 32-bit OCS register indicated

by the IP Address Register parameter.

NOTE Every time a Hardware Configuration is successfully downloaded to an OCS
with an OCS the static IP Address, Net Mask and Default Gateway parameters
are stored in non-volatile memory. In the event of a future unsuccessful 1/0
configuration download, the OCS will communicate using these 3 stored
parameters. This is done to minimize potential loss of communication, which
would require direct on -site intervention to correct.
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3.3 Ethernet Configuration AIP Parameters

For primary operation, the IP address, Net Mask, and Gateway should be set in the LAN
config of the Cscape Hardware Configuration. There are options to get IP parameters
from the LAN Config or to get parameters from registers. It is possible to set the
Ethernet IP parameters from the OCS System Menu, but only as a temporary measure.
The following points on IP parameter configuration should be considered.

1 IP Parameters in Non-Volatile RAM: The IP parameters of the Cscape LAN
Config are written to non -volatile RAM on power down. IP parameter settings
made in the System Menu are not written to non -volatile RAM. Any IP
parameters settings made in the system menu will be lost after cycling power
to the unit. It will revert to the last downloaded Cscape LAN Config that was
loaded into non-volatile RAM at power down.

T CW wu¥y " Ub Wof£z}{éC C[y© NYkOO}£f£ {C[ yz@& o ¢y¢© QNafE{
z8o¢é& }7 "y© ©Om Wofz}{28uO3 REY@ OCY¥y w2 ¥@8ucy
gy©o}E{ "€ }" 2"yx uz©y§ xwovafjoux} E£{ ©On O©O|y w
represented in System Menu / Set Networks and can be edited. However, any
edits made from System Menu / Set Networks is not retained through a power
cycle. After po wer cycle, the unit reverts to the last downloaded Cscape LAN
Config that was loaded into non -volatile RAM at power down.

9 CW wu¥y " Ub Wofz}{é C Clypyfyopy®e{ yo®psf fy
is set to Register, the IP parameters are retrieved from the OCS registers
assigned in LAN Config. Configured registers must be populated with the
desired IP parameters.

- The IP parameters are represented in System Menu / Set Networks.

- The IP parameters cannot be edited fr om System Menu / Set Networks
while the unit is in run mode.

- The IP parameters always follow the values in the registers unless the
OCS unit is placed in idle mode.

Then the IP parameters can be edited in System Menu / Set Networks . When

the OCS is pleced back into run mode, it reverts to the registers for IP
parameters.
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The Downloadable Protocol ( Protocol Support ) area contains a list of all the protocols
supported by the unit being configured. To activate a protocol, check its checkbox.

Register Usage

Default Settings Register

Get settings from

IP Address: [ 192 . 168 . 254 . 128 | Narne:l LI 32-BIT |C0nfigu|ation LI [ Use CAN ID for last Dctet
MetMask: [255 255 255 . 0 | Name: [ _~| B8 [Configuration |
Gateway: [0 0 . 0. 0 | Name: [ _~| B8 [Configuration |

Status: [ Name: | | e |

Version: [ N ame;l LI ieer [

Pratocol Support
Resident Protocols

[11CMP (Ping)
[[] EGD (Ethernet Global Data)
[[] SRTP Slave (90-30 Service Request)
[[] Modbus Slave
[[] Ethernet/IP
[ FTP (File Server)
[JHTTP (Web Server)
1 ASCII Over TCP/IP
1 NTP Protocol(Obtain clock from web based server)

Downloadable Protocols
ETN1A |Modbus Client v 4.03 -

|- None - =]

Configure Selected Protocol

Network | Devices | Scan List |

oK Cancel

Click on a listed protocol to select it and then click the Configure Selected Protocol
button. This will open a new dialog with configuration options for the selected protocol.
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PART TWO: BUILFIN (RESIDENT)
INDUSTRIAL PROTOCOLS

CHAPTER 4: CSCAN OVERETHERNETPROTOCOL

4.1 CsCAN overEthernet Overview

This chapter describes CsSCAN TCP Server Communication protocol, also known as
CsCAN overEthernet protocol.

CsCAN over Ethernet protocol allows a CsCAN Host Programming Tool, such as
Cscape, to access an OCS unit, as though it were connected directly to the OCS
programming serial port.

4.2 CsCAN overEthernet Configuration

The OCSrequires no protocol-specific configuration for CSCAN over Ethernet protocol.
Only the general OCSconfiguration previously described in Chapter 3 is required. If the
OCShas been assigned an IP Address and Net Mask, it will automatically respond to
CsCAN overEthernet messages sent to it by a PC running Cscape.

To connect using CsCAN over Ethernet protocol, perform the following these steps:
1. On the main Cscape screen, slect the Tools menu A Application Settings A

Communications and then click on Configure >>button to dis play Add Target
dialog. Seefigures below.
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] Fle Edt Program Controller Debug

- @llaﬂ | I HI @Iﬂlt Search Network

Application Settings

licati

General Settings

Application Startup Settings

I Auto-save Minutes |3 3:
¥ Use Abbreviated Part Numbers
I Use Classic Cscape Mode

I Allow BackUps |3 3:

Toolbar Settings

I Open last file on startup
¥ Create Blank Program on Application Startup
v Show connection wizard on startup.

Advanced Ladder Program

IEC Editors Program

I~ Use Classic Toolbars for Logic Element Selection
Do not show names for toolbar buttons
" Show toolbar button names ta the right
" Show toolbar button names at bottom

“Ctrl + Tab"” Operation Settings

® Do not show names for toolbar buttons
" Show toolbar button names ta the right
" Show toolbar button names at bottom

" Switch between Logic Modules
* Switch between Programs

Supported Program Types

¥ Support Advanced Ladder Programs
I~ Support IEC Editor Programs

& Switch to nest Program
" Allow User to choose Program

™ Support Advanced Ladder Programs with tagged Addressing Editor

Apply |
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Application Settings

< |

Application

| Communications

Communication Settings

Name:Default]

Ethemet:
IPAddress:192.168.1.1
PortNum: 18507
Mode:ETN Ethernet Mode
Timeout:20000)

Configure >> Help me Connect

Apply |

Cancel

| Add Target

— Connection Medium

Target Name:

" Com Part:

' Ethemet

" Can Interface:

i

MTU Size

| 192 0188 . 1 .1

|150El

Port |1 8501

February 21,

|cGM500

=

Made: | Builtin/ETN Ethemet Mode v |

" Installed Modem |

Phone Number

" UsB |

Connected Device

* Connected Device

" Target Node ID |1 =

=

Connection Settings

M aximum Baud Rate IS?EDD b I
Timeout: | 20000 ms

Figure 4.1AAdd Target Screen
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2. Select the Ethernet from the Connection Medium list, and then set the Target IP
Address and Timeout parameters as follows:

Target IP Address:
Enter the IP Address previously assigned to the target OCS Please refer to Chapter 3
regarding how to assign an IP Address to an OCS

MTU Size:
[Maximum Transmission Unit] Frequently networks are limited to MTU size of less than
1500 bytes. The MTU size should be settomatc] ©|y £y ©-o8 ¢€° ahi B

he w|yw ®na28§ £y©-n8§ ¢€€° ahi "} y@ ¥y8§zn8§8§¢ O|y zc¢

1. Click the Widows 'Start ' button.
2. In the search field type: 'cmd' and press enter.
3. At the command prompt type: 'netsh interface ipv4 show subinterface

Timeout:

Enter a number between 1000 and 65,000 (in milliseconds) for the maximum ex pected
network round -trip communication time. This value determines how long Cscape will
wait for a response after it sends a CsCAN over Ethernet protocol command to the
OCs

NOTE For most local network applications, the default Timeout value of 1000 is
sufficient. However, there are some network considerations, which may require
the Timeout value to be increased to facilitate reliable communication. This
includes heavily loaded networks, complex networks with multiple levels of
routers and switches, and Internet communication.

Also, because CsCAN communication is affected by ladder code scan rate, the

Timeout value may have to be further increased to compensate for applications
with very slow scan rates.
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4.3 CsCAN overEthernet Operation

As stated previously, the OCSallows a CsCAN Host Programming Tool, such as Cscape,
to use CsCAN over Ethernet to perform all standard supervisory control, monitoring
and programming functions with the OCS, as though it were connected directly to the
OCS programming serial port.

These standard supervisory functions includethe OCE © uv} i } ©® -througH u£xjy ¥u
communication with the CsCAN Nodes attached to the OCS CAN port. This feature is
known as CsCAN singlepoint programming.

4.4 CsCAN overEthernet Downloading Precautions

When downloading a new Ethernet configuration to a target OCS, using CSCAN over
Ethernet protocol, extra care should be taken.

When downloading I/O and Network Configuration , the OCS configuration is also
Xag-£jouxyx@ -| } w| | u™ ©]ly ¥ovo0Oy£0O} uj ©oit w| UE{ Yy ¢
could even remove the OCSconfiguration entirely, resulting in loss of communication

and a failed download.

For this reason, when the Cscape user modifies the Hardware Configuration, and then
starts to download it using CsCAN over Ethernet, Cscape issues a warning message, as
shown in Figure 4.2.

Warning

You are changing the Hardware configuration while using Ethernet to
! . download.

Changing the IP address or removing the ETN module configuration
will cause the download to fail.

Continue?

Figure 4.2 Al/O Configuration Download Warning
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4.4.1 HOW TO PREVENT LOSING COMMUNICATION

Review Hardware Configuration, Controller A Hardware Configuration A LAN1 /

Config .

LANT Configuration

Register Usage

Default Settings Register Get settings from
IP Address: 168 254 . 128 | Narme: | | szew [Configuiation ~| [ Use CANID for last Octet
NetMask: [ 255 265 285 0 | Narme: | | sE [Configuation - |
Gateway [0 0 . 0.0 | Name: | _~] @i [Configuration - |
Status: | Name:l ;I 14-BIT l
Version: [ Name:| LI o]

Protacol Support
Resident Protocols

[JICMP (Ping)
[[]1EGD (Ethernet Global Data)
] SRTP Slave (90-30 Service Request)
[[1Modbus Slave
[] Ethernet/IP
[ FTP (File Server)
[JHTTP (Web Server)
] ASCII Over TCP/IP
[C1NTP Protocol(Obtain clock from web based server)

Downloadable Protocols
ETN1/1 [ None - ~|

[ Nore - =]

Configure Selected Protocol

|

0K Cancel

Review Add Target: Tools A Application Settings A Communications A Configure>>

1

1 Application Settinas ‘ w kb
Add Target X ‘
1 [
Target Name:
| Commui

Connection Medium

¢ Com Port: IW_j

@ Ethemet [ 132 88 1 Port  [18501 Mode: |Buitin/E TN Ethernet Mode v |

MTUSize [1500

€ Can Interface:

Connection Settings

Timeout: (20000 ms

[caMs0o |
© Installed Modern | ]
C Use | |
Connected Device
& Connected Device " Target Node ID |1 ::II

e |57600 v

0K | Cancel |
Cancel
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Before using CsCAN over Ethernet to download a new Hardware Configuration to an
OCS, the application programmer should:

1. Make sure the new Hardware Configuration contains an OCSconfiguration.

2. Make sure the new Ethernet configuration will not change the IP Address.

3. Refer to Chapter 3 on General Configuration and review all the configuration
steps.

Table 4.1- OCSIP Address

Get Settings From: | Inthismode,the OCE © ] d Uxx 8y " " |IRAddress parangetert
Configuration only, and does not use the CAN Network ID for the low octet and does

not use IP Address Register to obtain an IP Address from an OCS

register. In this case the OCSwrites the static IP Address to the 32 -bit
OCS register indicated by the IP Address Register parameter

Static IP Address In this mode,the OCE © ] d Uxx8y" " wwm¢y" z8gm¢
with CAN ID Address parameter and the OCS/RCS CAN Network ID. The most
significant (leftmost) three octets of the IP Address come from the IP
Address parameter. The least significant (rightmost) octet of the IP
Address is taken from the OCS (or RCS) CAN Network ID. In this ase the
OCSwrites the adjusted IP Address to the 32-bit OCS register indicated
by the IP Address Register parameter.

Get Settings From: | In this mode, the OCE£ ~ ] d Uxx8y "~ " waoc¢y" ™ z§IP
Register Address Register parameter indicates which 32 -bit OCS registers to read
the IP Address from. The static IP Address parameter is not used in this
situation, except to set the Default IP Address in non-volatile memory.

U If the new Ethernet configuration specifies GGet Settings From:é make sure the
IP Address parameter matches W* w u ¥arget'IP Address (Figure 4.1).

U If the new Ethernet configuration specifies  y© gy ©©} £GAN IIZ §akeé N ¢
sure the IP Address, which will be built from the combination of the IP Address
parameter u£x ©|y c¢cWgCf Wg WUb by ©-oJarget]IX@ ¢uOw]| )
Address (Figure 4.2).

U If the new Ethernet configuration specifies fGet Settings From:0 OCS Register,
make sure the OCS register indicated by the IP Addr Register parameter
wo£OuU}E® Uuf ]d Uxx8y "~ @ Tdget PeAddress (Figore ¢ u ©w| y -
4.2).

NOTE: ] z £ywy”  "u8S§®@ 2"y o6l iosetthe OCS Xegistento k u O w |

the correct IP Address before downloading. Refer to the Help file in
Cscape for more information on Data Watch.
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442 HOW TO RECOVER FROM LOST COMMUNICATION

Ifthe OCE © ] d Ux x § ypecausewf|lusing L3CAN over Ethernet to download a
new user program, activity will halt at the end of the 1/O Configuration download, and
communication between Cscape and the target OCS will be lost. Then, after several
seconds, Cscape will display a Communication Timeout error.

If this happens, it is possible to recover Cscape communication with the target OCS, as
follows:

1. Referring to Chapter 3 (especially Section 3.2) and to Section 4.4.1 above,
determine the OCE -~ £y - ] doy Wik Gsgape 'to re-examine the 1/O
Configuration just downloaded.

2. Referring to Figure 4. 1in Section 4.4.1@ w| u £ { y T&vjeiMB Xddréss to
matchthe OCE "~ £y- ] d Uxx8y" " "B

3. Try performing the download again.

4. If this fails@ ©8 ® w]| u£ { Taiget IPNAddvess tp énatch the static IP
Address parameter (even if it is g rayed out).

5.1z uji Yyi'y zu}li " @ wefEywO© u dW 82 E£E£} £({
programming serial port, repeat the download, and then use Data Watch to
examine the register indicated by the IP Addr Register parameter in the

Hardware Configuration dialog to discoverthe OCE ~ £y - ] d Uxx8y "~

NOTE If the application programmer wants to use CsSCAN over Ethernet to
intentionally changeanOCE ©~ ] d Uxx8y~ " " @ xa& O©|}" Vv®
(2) waiting for Cscape to timeout and (3) performing steps 1, 2 and 3 of the
recovery process, as described above.
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To prevent the use of CSCAN over Ethernet protocol to gain unauthorized access to an
OCS or R, Cscape Programming Software and OCS Ethernet Firmware can
password-protect CSCAN over Ethernet communication. To implement CsSCAN over
Ethernet Security, use Cscape Programming Software, to perform the following nine

steps:

1. Open the user program previously created for the target OCS or RCS controller.

2. If the user program has already been set up with security passwords |, first log -in as
the administrator. Tools A Security A Log-in, then enter the a dministrator
password, and then click OK. Cscape will then acknowledge the administrator log -

in; click OK again.

3. On the main Cscape screen, select the Tools menu and its Security sub-menu, and
then click Change Passwords then open the Security Passwords dialog, as shown

in Figure 4.3.

i Cscape - [EGD Node1]
ﬂ File  Edit

2| =] ale]

Program

Controller

Debug

EIET

3
o
3

e
m

= jo=| B

4
e
T

EN B
0 |

o

=

S
-

February 21,

| Tools

Screens View  Window

Help

Security

=T

StpCalc

Strip Chart..

Update SmartStack Module..
View Data List

XLE/T PGM Update Utility

Project Navigator
Project ToolBox

Output Window

Cccu

Editor Options
Application Settings...

Change Passwords...

Figure 4.3 AOpening Change PasswordsDialog
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Security Passwords X
Administrator User Names

Password: | | |

|i User Passwords

Items to Protect I“ Ix

Setup | User Permissions

Setup | Setup | Setup |

View Passwords | ’TI Cancel |

Figure 4.4 ASecurity Passwords Dialog

4. Click on the View Passwords button to view the Administrator and User passwords.
5. Change passwords and user names as desired for the application.

NOTE Passwords are numeric values between 1 and 999,999, while the user names
can be any text from 1 to 15 characters long.

6. Click on the Items to Protect Setup v ©©o £ ©wn w©¥y £ O]|Segcurityx ¢} £} "
Settings dialog, as shown in Figure 4.5.

Security Settings X

Set the features to password
protect.

PC Only PC +0CS

|~ Open [~ SetRUN Mode
[~ Verify [~ SetlD Number
[~ Download | CsCaN
™ Edit r
[~ Save
[~ Upload
[~ OEM Ladder
I~ Remote Term
=
-
-

Forcing

Lock DEM oK | Cancel

Online Programming

Figure 4.5 ASecurity Settings dialog
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7. To password-protect CSCAN over Ethernet protocol, make sure the CsCAN TCP
(Ethertnet) w| yw va- } 7 w| yw yx $SeturitycSetfingsUdialod, s © ©8 u ©r § ¢
shown in Figure 4.5. Then click OK

8. The Administrator password is always authorized for all protected features. If
desired, one or mor e of the user passwords can also be authorized for CsCAN over
Ethernet communication. To do this, refer to Figure 4. 4 and click one of the User
Permissions Setupv 2 ©©an £ ©n o ¥SeéuritycSettings dialoy, &ich will
be like Figure 4.5. Then check the CsCAN TCP Ethernet) checkbox and click OK.

9. After downloading the user program to the target OCS or RC C, both Cscape and
the OCS (or RQC) controller will enforce the new password security for CSCAN over
Ethernet protocol.
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CHAPTERS: ETHERNETGLOBAL DATA PROTOCOL (EGD)
5.1 EGD Overview

Ethernet Global Data (EGD) protocol is a GE Fanuc Automation protocol, which is
designed for simple, efficient data exchanges between peer devices on a network.

EGD protocol communicates using the UDP transport layer. Although this method of

data transfer is very efficient, it has no specific way to detect and recover lost data

packets. However, since all EGD data transfers are periodic, lost data packets will be
repeated when their user -configured time periods expire.

CAUTION EGD protocol is not intended for one-time event notification or for
applications with critical data , which cannot withstand being delayed as
described above.

Each device on an EGD network can be configured as a Producer, as a Consumer, or
both.

A Producer is a device that transmits Exchanges (blocks of data) to one or more
Consumers. A Producer can transmit Exchanges directly to a specific Consumer, by

"YyEXYE{ ©|ly¢ ©v ©]y WKTHIS is WpiGast IP Addfessidg) xA8 y T

Producer can also transmit Exchanges to a Group of Consumers, by sending them to a
Group ID. (This is Multicast IP Addressing.) See Section 5.6 for more details regarding
Unicast and Multicast IP Addressing.

A Consumer is a device that receives Exchanges from one or more Producers.

An OCS supports up to 127 concurrent Exchanges, each of which can be either a
Producer or a Consumer of data.
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5.2 EGD Terminology

Before configuring an OCS for EGD protocol, it is essential that the application
programmer understand the key EGD terms, which are shown in Table 5.1.

Table 5.1AEGD Terminology

Term Definition

A block of data sent by a Producer and received by one or more

Exchange
9 Consumers

A number (1 to 16,383), which along with the IP Address of the
Exchange Number | Producer, is used to uniquely identify an Exchange on an EGD

network
An EGD network device configured to transmit one or more
Producer
Exchanges
An EGD network device configured to receive one or more
Consumer
Exchanges
Produced A block of data that a Producer sends to a Consumer or to a
Exchange Group of Consumers
Consumed A block of data that a Consumer or Group of Consumers receives
Exchange from a Producer
One or more Consumers that are configured to receive
Group Exchanges, which have been sent by a Producer to a specific
Group ID
Group ID A number (1 to 32), which is used to identify a Group of
Consumers

A value (in milliseconds) that specifies how often a Produced

Production Period Exchange is transmitted to the network

A value (in milliseconds) that specifies how long a Consumer will
wait to receive an Exchange, before considering it late.

Update Timeout NOTE Ingenerabu Wo £" 2 ¢yx Y-w| Uuf£{y¢€"
normally set to at least twice the corresponding Produced
Y- w]| u £ { yu€tion Per®d; plus 10ms.
. Peer-to-peer communication in which data is sent to a SINGLE
Unicast . .
device at a specific IP Address.
. Peer-to-peer communication in which data is sent to a GROUP IP
Multicast

Address, and all devices in that group will receive the data.
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5.3 EGD Configuration

If EGD protocol will be used in the application, EGD Configuration must be performed,
in addition to the general OCS Configuration previously described in Chapter 3. To
configure EGD protocol, use Cscape Programming Software to perform the following
Six steps:

1. Open the OCSConfiguration dialog : Controller A Hardware Configuration A Config
(LAN1 or LAN2)

[Controller | Debug Tools Sceens View Window Heb
5| e

@ Set Target Network ID...

EEEELD
B main

e
>

Clo=

e
-

BEEEE

der Debug Tools Screens View Window Help

A oMo« m| 2| wle

Hardware Configuration

Controller | Local L0 | CAN1 (CsCAN) 1O | LAN1 1O |

Series. IXLS-iu 'I
"ouch screen Operator Control Station with
Device Trpe [ ~ | =<

Display Type:  [240by 3201CD
Keypad Type:  [Sfunction keys
Program Memary: ITEIKM‘
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2. Enable EGD by checking the EGD Ethernet Global Data) checkbox in the LAN1 (or
LANZ2) Configuration dialog.

LAN1 Configuration
I Register Usage
Default Settings

Register

Get settings from

IPAddress: [ 192 168 . 254 . 128

Name‘

v s [Configwation w| I Use CAN ID for last Dctet

NetMask: [ 265 265 255 . 0

Name: |

=] [rorsn -]

Gateway: [ 0 . 0 . 0 . 0
Status

Version

Protocol Support
Resident Protocols
[]ICMP (Ping)

(72| EGD (Ethernet Global Data)

[[] Modbus Slave

[] Ethernet/IP

[] FTP (File Server)
[JHTTP (Web Server)
[ ASCIl Over TCP/IP

Downloadable Protocols

Narme: |

<] e [ -]

[] SRTP Slave (90-30 Service Request)

Name:

Name: |

[] NTP Protocol(Obtain clock from web based server)

ETN1/1 [~ None -

=]

e

=l

v e |

S

Configure Selected Protocol

0K Cancel

Figure 5.1A0pening EGD Dialog

3. Click on the Configure Selected Protocol button after selecting EGD Ethernet
Global Data) to open the Ethernet Global Data dialog.

NOTE The Ethernet Global Data dialog allows EGD Produced and Consumed

February 21, 2022

Exchanges to be configured. To configure Produced Exchanges, select the
Produced Exchanges tab; to configure Consumed Exchanges, select the
Consumed Exchanges tab. Refer to Figure 5.3 below.
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Def

IP Address: | 132 1€

Status: <

Version

Protocol Support
Resident Protocols
[]ICMP (Ping)
EGD (Ethernet
[] SRTP Slave (90
[[] Modbus Slave
[] Ethernet/IP
] FTP (File Serve
[JHTTP (Web S¢
[ ASClI Over TC
[C] NTP Protocol(

Downloadable Protocols
ETN1/1 |- None

. | Ethernet Global Data

X

I~ UseCANID
Net Mask m mw|&r&m¢&wl
Gateway: [0 _ ( Exchgnos——Fypr——rew——___ Prod Perod mS
) Add Exch
S —
Edt Exch
Delete Exch
Replace Addr
Ranges for Selected Exchange
Byte Offset Start End Length Name
Add Range
Insert Range
Delete Range
Edit Range
oK | cance | |
— J J
0K

Figure 5.2AEthernet Global Data (EGD) Configuration Dialog

Produced Exchange Tab Selected

4. Follow the steps in Section 5.4 to configure Produced Exchanges, as necessary for

the application.

5. Follow the steps in Section 5.5 to configure Consumed Exchanges as necessary for

the application.

6. Click OKto accept the new EGD Configuration.
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5.4 EGD Produced Exchange Configuration

Table 5.2 AProduced Exchange Unicast & Multicast

Unicast To configure a unicast communication, use the IP address of the other
device.
Multicast To configure a multicast communication, use a Group Number.

To configure EGD Produced Exchanges, open the Ethernet Global Data Configuration
dialog (Figure 5.2) as described in Section 5.3, and select the Produced Exchanges tab,
where:

1. Inthe upper window, one or more Produced Exchanges can be created.
2. In the lower window, I/O Blocks can be defined for each Produced Exchange.

Ethernet Global Data

X

Produced Exchanges | Consumed Exchanges |

Exchanges:

Exchange Type Address Prod Period mS

1 Group ID 1 100

3 IP Address 192.168.0.1 100 Add Exch

Edit Exch
Delete Exch

Replace Addr

Ranges for Selected Exchange:

L RlEEE [EREE

Byte Offset Start End Length Name

0 %R1001  %R1050 50

100 %R1501 %R1525 25 Add Range

150 %“R1601 %R1625 25
Insert Range
Delete Range
Edit Range

oK | Cancel |

Figure 5.3 Acthernet Global Data (EGD) dialog

When creating a Produced Exchange, the application programmer selects an Exchange
Number for it, determines whether the Exchange will be sent to a specific Consumer or
to a Group of Consumers, chooses which Consumer or Group of Consumers will receive
the Exchange, and sets how often the Exchange will be sent to the EGD network.
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When defining I/O Blocks for a Produced Exchange, the application programmer
selects what type and how much /nformation will be associated with the Exchange. For
Produced Exchanges, there are two types of 1/0 Blocks to choose from: Data and
Status. Refer to Table 5.2.

Table 5.3 AProduced Exchange 1/0O Block Type Definitions
Type Definition
Data Block Block of consecutive OCS registers to be sent periodically to the EGD network
Status Block 16bit OCS register to be written withthe d § s x 2 wy x Y- w| uf£{y

When defining Data Blocks for a Produced Exchange, the maximum total OCS register
data the Exchange can send to the EGD network is 1400 bytes. This means that up to a
total of 700 16 -bit registers (%R, %Al, AQ, etc.), or 11,200 1bit registers (%M, %T, %I,
%Q, etc.), or a combination thereof can be defined for a Produced Exchange.

NOTE The OCSallows a total of up to 256 Data Blocks to be defined for all Produced
Exchanges combined. This means that if 127 Produced Exchanges are
configured, each can have an average of about 2 Data Blocks defined.

When a Status Block is defined for a Produced Exchange, exactly 2 bytes of register

Xu©u wu8y -8} 0OOCy£E£ -} O] ©ly d8guox?aSegtion 58fow| u£{y¢c"
general information regarding EGD Status Words, and Section 5.8.1 for specific

information regarding EGD Produced Exchange Status Words.

NOTE The OCSmaintains just one 16-bit status word for each Produced Exc hange. For

this reason, there is never any need to define more than one Status Block for a
given Produced Exchange.
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541 CREATING EGD PRODUCED EXCHANGESIICAST & MULTICAST

To create unicast or multicast EGD Produced Exchanges, perform the following six
steps:

la. To configure a UNICAST communication : After opening the Ethernet Global Data
Configuration dialog (Figure 5.2 in Section 5.3), click on the Add Exch button to
open the Add / Edit Produced Exchange dialog (Figure 5.5). Select the destination
Address and enter information .

m
+
0]
0]
+
[N

Produced Exchanges IConsumed Exchanges

Exchanges:
Exchange Type Address Prod Period mS
Add Exch |
Add / Edit Produced Exchange X ‘ Edit Exch |
Exchange Number:[y Delete Exch |
v |P Address " Group ID Replace Addrl
IP ddress: [ 192 168 . 0 . 1|
Ranges for Seled
Byte Offset Production Period:|1gp mSec
Add Range |
| OK I Cancel | Insert Range |

Delete Range

Edit Range

| bl

oK | Cancel
Figure 5.4 AUnicast Ethernet Global Data (EGD) dialog
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b. To configure a MULTICASTcommunication : After opening the Ethernet Global
Data Configuration dialog (Figure 5. 2 in Section 5.3), click on the Add Exch button to
open the Add / Edit Produced Exchange dialog (Figure 5. 5). Select and assign Group ID.

Produced Exchanges
Exchanges

Consumed Exchanges

Exchange Type Address Prod Period mS
Add Exch
Add / Edit Produced Exchange X Edit Exch
Exchange Number[q Delete Exch
" IP Address * Group D Replace Addr
Group ID 1
Ranges for Selec
Byte Offset Production Period[100 mS !
Add Range
0k | Cancel | inset Range |
Delete Range
Edit Range
OK | Cancel |

Figure 5.5 AMulticast Ethernet Global Data (EGD) dialog

2. Configure the Produced Exchange parameters as follows :

Table 5.4 - Produced Exchange Parameters

Exchange Number

Enter a number between land 16,383, which will be used to identify
the Exchange to be sent. The exchange number can either be a
constant value or can be configured using registers/variables.

IP Address Radio Button

Select this option if the Exchange will be sent to a specific
Consumer. This is a Unicast exchange. (This will cause the next edit
box to be for entering IP Address, instead of Group ID.)

Group ID Radio Button

Select this option if the Exchange will be sent to a Group of
Consumers. This is a Multicast exchange. (This will cause the next
edit box to be for entering Group ID, instead of IP Address.)

IP Address Edit Box

If the IP Address radio button was selected, enter the IP Address of
the specific Consumer that will receive the Produced Exchange.

The IP address can either be a constant value or can be configured
using registers/variables. NOTE To switch from IP address field to
registers/variables the user will have the cle ar the IP present in
the field first.

Group ID Edit Box

If the Group ID radio button was selected, enter the Group ID
number (1 to 32) of the Group of Consumers that will receive the

Produced Exchange. The group ID can either be a constant value
or can be configured using registers/variables.

Production Period

Enter a number (in milliseconds) for how often the Produced

Exchange will be sent to the EGD network.
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3. Click OKto accept the new Produced Exchange configuration, which will be now be
displayed in the upper window of the Ethernet Global Data dialog (Figure 5.2).

4. To add another Produced Exchange to the list, click on the Add Exch button again.

5. To edit or delete a Produced Exchange, highlight it in the upper window of the
Ethernet Global Data Configuration dialog (Figure 5.2 as described in Section 5.3),
and then click on the Edit Exch button or the Delete Exch button.

6. To quickly change the IP Address in multiple Produced Exchanges, click on the
Replace Addr button. This will open a dialog to allow the user to search and replace
the IP Address parameter, in all Produced Exchanges simultaneously.

5.4.2 DEFINING EGD PRODUCED EXCHANGE BOOCKS

After creating a Produced Exchange ( Section 5.4.1), one or more /O Blocks should be
defined for it. An I/O Block specifies what type and how much information will be
associated with the Produced Exchange.

To define I/0O Blocks for a Produced Exchange, perform the following six steps:

1. In the upper window of the Ethernet Global Data dialog (Figure 5.2 in Section 5.3),
highlight one of the Produced Exchanges, and then click the Add Range button to
open the Add I/O Range to Exchange dialog.

u

g
i Produced Exchanges | Consumed Exchanges |

. Exchanges
{  Exchange Type Address Prod Period mS
1 oup ID 1 100
Add Exch
Fea F.d_-._]
Add 1/0 Range to Exchange X
Bl
Type Data ﬂ fﬂ
t Address H Name: | ﬂ
0
Number of Registers: |g
) ok | cancel * |
,e wisen Nanige
( Delete Range
Edt Range
0K Cancel |
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Configure the I/O Block parameters as follows:

Table 5.5 Al/O Block Parameters

Select Data Type to define a block of OCS registers, which
the Produced Exchange will periodically read and send to the

Type EGD network. Select Status Type to define a 16hit OCS
§y{}"oy8@ ~|}w|] =-}ij vy =-8}0
Status Word.

Enter an OCS Register reference (such as %R1000), for the
first OCS register, in a block of OCS registers, that will be

Address periodically read and sent (Data Type), or for a 16-bit OCS
register that will be written with status information (Status
Type).
Number of Registers If Data Type was selected, enter the number of registers to

be periodically read and sent. If Status Type was selected,
this edit box changes to Number of Bytes, and always has a
fixed value of 2.

Click OK©a uwwy ¥© ©]| vy dS§ mewlM\Bbock,Yhish |wili Be{ npvE be
displayed in the lower window of the Ethernet Global Data Configuration dialog
(Figure 6.1).

NOTE The OCS registers, specified in Data Block definitions, are sent to the
EGD network in top-to-bottom order, as they appear in the lower window
of the Ethernet Global Data Configuration dialog (Figure 5.2) in Section
5.3.

To add another I/0O Block, click the Add Range button again and repeat steps 2 and
3. The new I/O Block will appear at the end of the list.

To insert an I/O Block into the middle of the list, highlight one of the I/O Block
items in the list and then click on the Insert Range button. In this case, the new I/O
Block will be inserted just before the highlighted I/O Block.

To edit or delete an 1/O Block in the list, highlight it and then click on the Edit
Range or Delete Range button.
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5.5 EGD Consumed Exchange Configuration

To configure EGD Consumed Exchanges, open theEthernet Global Data Configuration
dialog (Figure 5.2) as described in Section 5.3, and select the Consumed Exchanges
tab, where:

1. In the upper window, one or more Consumed Exchanges can be created (Section
5.5.].

2. In the lower window, I/O Blocks can be defined for each Consumed Exchange
(Section 5.5.2).

When creating a Consumed Exchange, the application programmer selects an
Exchange Number for it, determines whether to receive the Exchange as a single
Consumer or as a member of a Group of Consumers, chooses which Producer to
receive the Exchange from, and sets how often to expect the Exchange to be received.
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When defining I/O Blocks for a Consumed Exchange, the application programmer
selects what type and how much J/nformation will be associated with the Exchange. For
Consumed Exchanges,there are five types of I/O Blocks to choose from: Data, Status,

Timestamp, OCS Timestamp, and Filler. Table5.5 shows these 1/0 Block Types along

with their definitions:

Table 5.6 AConsumed Exchange I/O Block Type Definitions

Type

Definition

Data Block

Block of consecutive OCS registers to be written with received data .
When defining Data Blocks for a Consumed Exchange, the maximum
total OCS register data the Exchange can receive from the EGD
network is 1400 bytes. This means that up to a total of 700 16 -bit
registers (%R, %Al, AQ, etc.), or 11,200 1bit registers (%M, %T, %l,
%0Q, etc.), or a combination thereof can be defined for a Consumed
Exchange.

NOTE: The OCS allows a total of up to 256 Data Blocks to be defined
for all Consumed Exchanges combined. This means that if 127
Consumed Exchanges are configured, each can have an
average of about 2 Data Blocks defined.

Status Block

16v} © cWg 8y{}) ©y§ ©Om vy -8} 00y
status word. When a Status Block is defined for a Consumed
Exchange, exactly 2 bytes of register data are written with the
Wa£"2¢yx Y-w|ufE£{y¢E" Sgcan@®B for genegak
information regarding EGD Status Words, and Section 5.8.2 for
specific information regarding EGD Consumed Exchange Status
Words.

Timestamp Block

Exactly 8 bytes of register data will be written with two 32  -bit binary
timestamp values, containing the numbers of seconds and
nanoseconds since January 1, 1970.

NOTE: The binary Timestamp Block is rarely used, and there is never
any need to define more than one Status Block or OCS
Timestamp Block for a given Consumed Exchange.

OCS Timestamp Block

Exactly 14 bytes of register data will be written with a 7 -word OCS
format timestamp, consisting of second, minute, hour, day, month,
year, and millisecond words. This OCS Timestamp can be displayed on
the OCS screen, can be loaded into the OCS timeof-day clock, and
can be more easily processed by ladder logic.

Filler Block

Specifies a block of received data to ignore (skips unwanted data) .
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5.5.1 CREATING EGD CONSUMED EXCHANGES

To create EGD Consumed Exchanges, perform the following six steps:

1. In the Ethernet Global Data Configuration dialog, click on the Add Exch button to
open the Add / Edit Consumed Exchange dialog. Refer to image below.

Produced Exchanges Consumed Exchange |

Exchanges
Exchange Prod ID Group ID  Update Timeout mS
Add Exch
Add / Edit Consumed Exchange X ‘
Edit Exch
Exchange Number:[q
Delete Exch
Producer IP fi] 0 0
Addiess: L Replace Addr
Group Data
- for S ™ Use Group ID 0
Byte Offset |
Update Timeout:{210 mSec Add Range
OK I Cancel I Insert Range
Delete Range
Edit Range
oK |

It
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2. Configure the Consumed Exchange parameters as follows:

Table 5.7 AConsumed Exchange Parameters

Exchange Number Enter a number between 1 and 16,383, which will be used to

identify the Exchange to be received. The exchange number can
either be a constant value or can be configured using
registers/variables.

Producer IP Address: Enter the IP Address of the Producer to receive the Exchange

from.

The IP address can either be a constant value or can be
configured using registers/variables. NOTE To switch from IP
address field to registers/variables the user will have the clear
the IP present in the field first.

Use GroupID Check this box to receive an Exchange sent by a Producer to a
Group ID.
Group ID If the Use Group ID box is checked, enter a number from 1to 32 in

the edit box, to identify which of the 32 possible Groups of
Consumers to become a member of. The Group ID can either be
a constant value or can be configured using registers/variables.

Update Timeout Enter a number (in milliseconds) for how long to wait to receive

the Exchange, before considering it to be late. Typically, this
should be set to twice the corresponding Production Timeout,
plus 10milliseconds.

w

. Click OKto accept the new Consumed Exchange configuration, which will be now be

displayed in the upper window of the Ethernet Global Data Configuration dialog
(Figure 5.2) as described in Section 5.3.

To add another Consumed Exchange to the list, click on the Add Exch button again.

To edit or delete a Consumed Exchange, highlight it in the upper window of the
Ethernet Global Data Configuration dialog (Figure 5.2), and then click on the Edit
Exch or Delete Exch button.

To quickly change the Producer IP Address in multiple Consumed Exchanges, click
on the Replace Addr button. This will open a dialog to allow the user to search and
replace the Producer IP Address parameter, in all Consumed Exchanges
simultaneously.
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After creating a Consumed Exchange (Section 5.5.1), one or more I/O Blocks should be
defined for it. An 1/0O Block specifies what type and how much information will be

associated with the Consumed Exchange.

To define I/0O Blocks for a Consumed Exchange, perform the following six steps:

1. In the upper window of the Ethernet Global Data Configuration dialog, highlight one
of the Consumed Exchanges, and then click the Add Range button to open the Add

I/O Range to Exchange dialog.

Produced Exchanges Consumed Exchange I
Exchanges:
Exchange Prod ID

1 192.168.0.1 None

Group ID  Update Timeout mS

210

Add Exch

J

Edit Py

Add 1/0 Range to Exchange

Type: |Data h

=T

B
o
g

Address: || Name: |

Number of Registers: |3
oK |

Cancel

sen manige
Delete Range

Edit Range
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Configure the I/O Block parameters as follows:

Table 5.8Al/O Block Parameters

Select Data Type to define a block of OCS registers, which the
Consumed Exchange will write with received data. Select Status
Type Type to define a 16-bit OCS register, which will be written with the

ConsumedY- w| UE{yé” goOu®©a" kuo§xB g
to define a 14-byte OCS register block to write with the received

X U ©u € “fornatWgestamp. Select Filler Type, to skip unwanted

received data.

Enter an OCS Register reference (such as %R2000), for the first
OCS register, in a block of OCS registers, that will be written with
Address received data (Data Type), or for a 16-bit OCS register that will be
written with status information (Status Type), or for the first OCS
register in a block of OCS registers that will be written with the 14 -
byte timestamp (OCS Timestamp Type). For Filler Type, the
Address edit box is not used.

If Data Type was selected, enter the number of registers to be
written with received data. Otherwise, this edit box changes to
Number of Registers | Number of Bytes, and has afixed value of 2 for Status Type or 14
for OCS Timestamp Type. For Filler Type, enter the number of
unwanted received data bytes to skip.

Click OK to accept the Consumed Y - w| u £néwy 1 Block, which will be now be
displayed in the lower window of the Ethernet Global Data dialog (Figure 5.2) as
described in Section 5.3 .

NOTE The OCS registers, specified in Data Block definitions, are filled with
received data in top -to-bottom order, as they appear in the lower window of
the Ethernet Global Data dialog. In this respect, Filler Blocks are
placeholders for Data Blocks and can be thought of as Data Blocks whose
received data bytes are discarded.

To add another I/O Block, click on the Add Range button again and repeat steps 2
and 3. The new I/O Block will appear at the end of the list.

To insert an I/0O Block into the middle of the list, highlight one of the 1/0O Block
items in the list and then click on the Insert Range button. In this case, the new I/O
Block will be inserted just before the highlighted I/O Block.

To edit or delete an 1/0 Block in the list, highlight it and then click on the Edit
Range or Delete Range button.
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5.5.3 ADDING AV OCS TIMESTAMP BLOCK CONFIGURATION

In EGD protocol, a timestamp is sent with every Produced Exchange, indicating when
the Producer sampled the data being sent. For a Consumer of the Exchange to get this
information into an OCS register, define an OCS Timestamp Block for the Consumed
Exchange. Perform the following 2 steps:

1. In the EGD Configuration dialog, select the Consumed Exchangestab.

‘thernet Global Data

X

Produced Exchanges Consumed Exchange |

Exchanges:
Exchange Prod ID Group ID  Update Timeout mS
Add Exch
Add / Edit Consumed Exchange X ‘
Edit Exch
Exchange Number:|2
Delete Exch
ProducerIP | 198 162 . 0 . 1
Address: I | Replace Addr
Group Data
Ranges for Selec [ UseGroup ID ID
Byte Offset i
Update Timeout: 210 mSec Add Range
| 0K, I Cancel | Insert Range
Delete Range
Edit Range
OK Cancel | |
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2. Make sure an exchange is highlighted in the upper and click on the Add Range
button, to define an OCS Timestamp Block for Consumed Exchange. Then fill in
the parameters, as shown in below, and click OK.

thernet Global Data X
Produced Exchanges Consumed Exchange |
Exchanges:
Exchange Prod ID Group ID  Update Timeout mS
2 198.162.0.1 None 210
Add Exch |
Edit Fxrh
Add I/O Range to Exchange X
e |
Type: Data v dd
Data J
Address] 21t e I ZI
Ra MNumber of Registers:
Byt
oK | Cancel ﬂ
misen Tarige
Delete Range |
Edit Range |
0K Cancel | ooy |
Add I/0 Range to Exchange X
Type: IDES Timestar « I
Address:|%R220] Name: | v

Number of Bytes: |1 4
DK | Cancel
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X

Ethernet Global Data

Produced Exchanges Consumed Exchange
Exchanges:
Exchange Prod ID Group ID  Update Timeout mS

198.162.0.1 None 210

\it
g |8

7
g

Ranges for Selected Exchange:

Byte Offset Start End Length Name
O Time %R220 %R226 7

Pl

5
g

f
i

i

Apply |

%
i
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5.5.4 FILLERBLOCKCONFIGURATION

Sometimes a Consumer does not need all of the data sent by a Producer in an

Y-w|luE{yB ]£ O]}~ wu'y@ ©|ly Woef"a¢yx Y-w|ufE{y¢c

receive fewer registers than will be sent by the Producer of the Exchan ge.

However, if the partial data needed by the Consumer is not at the beginning of the
data received in an Exchange, there must be some way to skip (ignore) the extra data.
For this reason, the Ethernet Module supports Filler Blocks for Consumed Exchanges .

A Filler Block is used to skip unwanted data sent by the Producer. For example, if the
Producer sends 40 data bytes in an Exchange, and the Consumer only needs the first
and last 10 bytes, a Filler Block would be defined, in the appropriate slot in the list, to
skip the middle 20 bytes of data.

Filler Produced Exchange Example Controller A (IP 192.168.0.1)

Ethernet Global Data @
Praduced Exchanges l Conzumed Exchange
Ewchanges:
Ewchange Type Addrezs Prod Period mS

IP &ddress 192168.0.2

Add Exch
Edit Exch [
Dielete Exwch

Beplace Addr

Ranges for Selected Exchange:
Byte Offzet Start End Length M ame

ZR101 ZR120

Add Range
Inzert Range
Drelete Range

Edit Flange

LlrEE RRED

Ok | Cancel
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Filler Consumed Exchange Example:Controller B (IP 192.168.0.2)

NOTE:The filler is used to skip the middle 20 bytes of Exchange 1.

-
Ethernet Global Data [
Produced Exchanges  Consumed Exchange I
Exchanges:
E xchange Prod 1D Group 1D Update Timeout mS
192 168.0.1 Mone
Add Exch
Edit Exch ]
Delete Exch
Beplace Addr
||  Ranges for Selected Exchange:
Byte Offzet Start End Length M ame
] ER107 ER105 a N
10 Filler s 20 Add Range
a0 %R10B £R110 5 -
Inzert B ange
Delete Range
Edit Fange
] 4 I Cancel Apply
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5.6 EGD Unicast and Multicast IP Addressing

When using Ethernet Global Data (EGD) protocol for peer-to-peer communication,
there are two methods for sending data: (1) send to a single device or (2) send to a
group of devices. Refer to Section 5.1.1

Unicast

When sending to a single device (method 1), EGD protocol usesUnicast IP Addressing.
h|}" ¢yuf£”™ ©f u© -@it|Destinatibn [P Addresg BilEcontai@ the intended
§yw}¥})y£0¢~ 3£}l ay ]1]d Uxx8y"

Multicast
When sending to a group of devices (method 2), EGD protocol uses Multicast IP
Addressing.

h|]}" ¢yuf£”™ ©| u®© -Git|Degstinptidn IP Addresy vliicontaits éne of the 32
Multicast IP Addresses shown in Table 5.8.

Table 5.97 EGD Multicast IP Addressing
Group ID Multicast IP Address
1 224.0.7.1
2 224.0.7.2
32 224.0.7.32

Ethernet Switches normally do not support Multicast IP Addressing, while Ethernet
Hubs do support Multicast IP Addressing. Some Ethernet Routers, known as Multicast
Routers, do support Multicast IP Addressing, by using Internet Group Management
Protocol (IGMP).

NOTE: For those customers wanting to use Multicast Routers to connect EGD devices,
the OCSautomatically handles IGMP communication with Multicast Routers.
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5.7 EGD Status Words

EGD Status Words allow anEthernet Global Data user to obtain the operating status of
each EGD Exchange. The set of EGD Status Word values, implemented in theOCS is a
subset of the ones used in GE Fanuc EGD devices. This idecause the OCSdoes not
support dynamically defined (at run tim e) EGD Exchanges.

NOTE Both Produced and Consumed Exchange Status Words are written to local OCS
registers. This is the only case where a Produced Exchange can be configured
to write to a local register.

The Status Word for a Produced Exchange is @ ¥ x u©y x y uw| ©} ¢y ©|]y Y-
Production Period expires. The Status Word for a Consumed Exchange is updated

-]l yE £y-= Xu®©u U888} «y" zo§ wWof£ 2¢C¥O}mEf ©8§ 4| yE
expires.

] £ £88Cuj c¥y8uOleoef@ yuw| Y [ MaysYbe W({OK)£iiplyiag g O©Ou ©2 ~
that new data was successfully Produced or Consumed. If the application needs to be

notified when a data transfer has occurred on a given Exchange, the ladder program

"l e i x wjyu8 O©O|ly Y-w|uf{y¢€" g Coh @he’a ndnz&x 8y {} " ©y
event is detected.

5.7.1 EGD PRODUCED EXCHANGE STATUS WORDS

The Status Word for an EGD Produced Exchange can take on the following values:

Table 5.10AStatus Word for EGDProduced Exchange

0 IDLE No new status event has occurred. The OCSinitializes all Status Words to
0, only at power-up and each time the OCS enters RUN mode.
Subsequently, the OCS application ladder program can write the value 0
to the Status Word, as an aid in knowing when Ethernet Global Data
production occurs (see Status Word 1).

1 OK Data Produced. New EGDnetwork data has been transmitted. A transition
to lindicates production of data occurred since the last OCSladder scan.

2 NO LINK | The Ethernet link was down when EGDdata production was attempted.
This will occur, for example, if the Ethernet cable is unplugged from the
OCS.

8 Exchange | If the user selects the Exchange ID from register/variable option and the

ID Aout exchange ID configured in the register/variable is out of range then EGD
of range communication stops.

16 Group ID | If the user selects the Group ID from register/variable option and the
Aout of Group ID configured in the register/variable is out of range then EGD
range communication stops.
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5.7.2 EGD CONSUMED EXCHANGE STATUS WORDS

The Status Word for an EGD Consumed Exchange can take on the following values:

Table 5.11AStatus Word for EGD ConsumedExchange

IDLE

No new status event has occurred. The OCSinitializes all Status Words to
0, only at power-up and each time the OCS enters RUN mode.
Subsequently, the OCS application ladder program can write the value 0
to the Status Word, as an aid in knowing when Ethernet Global Data
consumption occurs (see Status Words 1 and7).

OK

Data Consumed. New EGDnetwork data has been received as expected
(before the configured Update Timeout expired). A transition to 1(or to
7) indicates consumption of data occurred since the last OCSladder scan.

NO LINK

The Ethernet link was down when EGDdata consumption was expected.
This will occur, for example, if the Ethernet cable is unplugged from the
OcCs.

No SYNC

SNTP Error AThe Ethernet Interface in the device producing the exchange
is configured for network time synchronization (Network Time Sync
parameter is set to SNTP) but is not synchronized to an SNTP server.
Therefore, the timestamp associated with this data is not synchronized
to the network.

NOTE: This error condition is considered the least important of all the
error codes in this section. If another error condition exists, its status
code will appear in the Status Word.

OVERDUE

Data Refresh Error AThe Update Timeout has expired without receiving
the expected data. Some possible causes for this error are: (1) the
d§ox2awy§8 | u” "Oun¥¥yx ¥8ox?w}lE{ O]\
configured Producer IP Address and/or Group ID do not exactly match
those of the corresponding Produc ed Exchange, (3) or the Consumed
Y - w| u f£dnfigaréd Update Timeout is too short (it should normally be
twice the ¥ § o x 2 Wrpdidion Period, plus 10ms).

TARDY

Data Consumed Late ANew EGDnetwork data has been received, but it is
later than expected (after the configured Update Timeout expired). A
transition to 7 (or to 1) indicates consumption of data occurred since the
last OCS ladder scan. The most probable cause for this error is that the
ConsumedY - w| u fcdnfigbred Update Timeout is too short (it should
normally be twice ©| y ¥ § o Rr8ductiof &¢€riod, plus 10ms).

Exchange
ID Aout of
range

If the user selects the Exchange ID from register/variable option and the
exchange ID configured in the register/variable is out of range then EGD
communication stops.

16

Group IDA
out of
range

If the user selects the Group ID from register/variable option and the
Group ID configured in the register/variable is out of range then EGD
communication stops.
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5.8 EGD Example 1: UNICASTEXCHANGE

Exchange 1 Produced by Node 1; Consumed
by Node 2; 192.168.0.1 sends 10 words of data

Node 1

IP Address
192.168.01

every 100ms to 192.168.02.

SUP0740-13.2-EN_Ethernet

Exchange 2: Produced by Node 2; Consumed
by Node 1; 192.168.0.2 sends 5 words of data
every 200ms to 192.168.0.1

5.8.1 EGD EXAMPLE ACONFIGURATIONDF NODE 1

Node 2

IP Address
192.168.02

To configure Node 1 for EGD Example 1, as showabove, perform the following six

steps:

1. To configure EGD Exchanges, open the Ethernet Global Data Configuration dialog
(Figure 5.2) as described in Section 5.3.

In this example Node 1 will have a Static IP address (refer to Section 3.2), and the %R1,

9f F@ uE£Xx

9f G 8y{} ©y&8" =-}iiji Vy

version, and IP address.

NOTE Since an IP Addressis32v } ©~

be written into %R3 and %RA4.
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‘thernet Global Data

X

Produced Exchanges | Consumed Exchanges |
Exchanges:

Exchange Type Address Prod Period mS

Add Exch

Edit Exch

P

R Rl

e Exch

Replace Addr

Ranges for Selected Exchange:

Byte Offset Start End Length Name
Add Range
Insert Range
Delete Range
Edit Range
[ ok | cancel |

Ethernet Module Configuration - Node 1

2. Click on LAN1next to the EGD (Ethernet Global Data) checkbox to open the Ethernet
Global Data dialog. Click on Add Exch in the Produced Exchanges dialog.

Add / Edit Produced Exchange X

Exchange N umber:|1

(* |P Address " Group 1D

IP Address: I 192 168 . 0 . 1|

Production Period:{1op mSec

oK Cancel
Creating Produced Exchange ANode 1
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3. Click on Add Range button, in the EGD Configuration dialog, to define a Data Block
for Produced Exchange 1. Then fill in the parameters as shown below. Then click OK

In this example, Node 1 will use Exchange 1 to transmit 10 words of data taken from
%R2100 through %R109.

| Ethernet Global Data X
|
! Produced Exchanges IConsumed Exchanges I
| Exchanges:
| Exchange  Type Address Prod Period mS
1 IP Address 192.168.0.1 100
Add Exch
‘ Eddit Fxeh
Add I/0 Range to Exchange X J
| th
! Type: |Data hd ﬂ
Address|ZR100 Name: | ~|
| Pa Number of Registers: [1g
Byt
| oK I Cancel ﬂ
! ige

oK Cancel |
Ethernet Global Data X ‘
Produced Exchanges IConsumed Exchanges I
Exchanges:
Exchange Type Address Prod Period mS
1 IP Address 192.168.0.1 100
Add Exch
Edit Exch
Delete Exch
Replace Addr | | |
Ranges for Selected Exchange:
Byte Offset Start End Length Name
0 %R100 %R109 10
Add Range
Insert Range
Delete Range
Edit Range
oK Cancel | |
— T 1 L}
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4. To configure Exchange 2 as Consumed Exchange for Node 1, select the
Consumed Exchanges tab in the Ethernet Global Data dialog. Click on the Add
Exch button to create a Consumed Exchange. Then fill in the parameters as
shown.

NOTE This is aunicast. Node 1 will be the only Consumer to receive Exchange 2 from
Node 2 and will NOT be a member of a Group of Consumers. Also, the Update
Timeout is set to 410ms, which means Node 1 will expect to receive Exchange 2
from Node 2 at least every 410ms. [This is twice the time, plus 10ms.]

{

| Produced Exchanges Consumed Exchange |

| Exchanges:
| Exchange Prod ID Group ID  Update Timeout mS
Add Exch
Add / Edit Consumed Exchange X ‘
Edit Exch
Exchange Number|2
Delete Exch
ProducerIP | 132 152 . 0 . 2
Address: [ Replace Addr
Group Data
| Ranges [~ Use Group ID il
Byte Off
. Update Timeout|41gf mSec Add Range
| 0K I Cancel | Insert Range
Delete Range
Edit Range

OK Cancel
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5. Click on the Add Range button in the EGD Configuration dialog to define a Data
Block for Consumed Exchange 2. Then fill in the parameters as shown below

and click OK.

In this example, Node 1 will use Exchange 2 to receive 5 data words in %R200

through %R204.

Ethernet Global Data X
Produced Exchanges Consumed Exchange I
Exchanges:
Exchange Prod ID Group ID  Update Timeout mS
2 192.162.0.2 None 410 iy
Add 1/0 Range to Exchange X ’J
Type: Data vl J
Address| ZR200 Narne: || ~| j
Number of Registers: [5
R
B:l:g(‘ oK I Cancel
o range |
Insert Range
Delete Range
Edit Range
oK Cancel | |
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At this poi nt, the Consumed Exchanges tab in the EGD Configuration dialog should be
as shown

‘thernet Global Data

X

Produced Exchanges Consumed Exchange I

Exchanges:
Exchange Prod ID Group ID  Update Timeout mS
2 192.162.0.2 None 410

Add Exch
Edit Exch
e Exch

Replace Addr

Ranges for Selected Exchange:

LR Rl

Byte Offset Start End Length Name
0 %R200 %R204 5
Add Range
Insert Range
Delete Range
Edit Range
0K |  Cancel |
6. Node 1 configuration is now complete. Click OK, save the program using an

appropriate filename, such as EGD Node 1.cspand then continue with Section
5.9.2, Node 2 Configuration.
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5.8.2 EGD EXAMPLE ACONFIGURATION OF NODE 2

To configure Node 2 for EGD Example 1, perform the following steps:

1.0n the main Cscape screen, selectNew on the File menu to start a new user
program. To configure EGD Exchanges, open the Ethernet Global Data Configuration

dialog as described in Section 5.3.

In this example, Node 2 will have a Static IP Address, and the %R1, %R2, and %R3

registerswij i vy 27 yx ©n 8§y¥o8§0O O©O|ly YO|y8£y©O awx?a@jyc”
Address.
NOTE:Since an IP addressis32v } ©° jef£{ @ bexy FE¢" ]d Uxx8y" " <E

actually be written into %R3 and %R4.

Node 2 will transmit Exchange 2 to a specific Consumer (Node 1) because this is a
unicast communication, instead of to a group of Consumer (multicast).

The Production Period is set to 200, which will cause Node 2 to transmit Exchange 2
every 200ms.

Produced Exchanges | Consumed Exchanges |

| Exchanges:
| Exchange Type Address Prod Period mS
Add Exch
Add / Edit Produced Exchange X ‘ Edit Exch
Exchange Number[> Delete Exch
* |P Address " Group ID Replace Addr
P Address: [ 192 168 . 0O . 1
| Ranges for Seleg
Byte Offset Production Period: 200 mSec :
Add Range
0K | Concel | inset Range |

Delete Range

Edit Range

|l

OK Cancel
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3. Click on the Add Range button in the EGD Configuration dialog to define a Data
Block for Produced Exchange 2. Then fill in the parameters as shown below and click
oK

In this example, Node 2 will use Exchange 2 to transmit 5 words of data taken from
%R2100 through %R104.

Ethernet Global Data X ‘
Produced Exchanges I Consumed Exchanges |
Exchanges:
Exchange Type Address Prod Period mS

2 IP Address 192.168.0.1 200
Add Exch

Edit Exeh
Add 1/0 Range to Exchange X
|
Type: |Data > dd

Address|3R0100  Name: | |
g_: Number of Registers: |57
oK | Cancel ﬂ
wIsen Tarige
Delete Range
Edit Range
ok | cance | |

At this point, the Produced Exchanges tab in the EGD Configuration dialog should be as
shown in the figure below.

Ethernet Global Data

X

Produced Exchanges ] Consumed Exchanges |

Exchanges:
Exchange Type Address Prod Period mS
F |P Address 192.168.0.1 200
Add Exch
Edit Exch
Delete Exch
Replace Addr | | |
Ranges for Selected Exchange:
Byte Offset Start End Length Name
1] %R100 %R104 5
Add Range
Insert Range
Delete Range
Edit Range

o]

i
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4. Now that Exchange 2 has been configured as a Produced Exchange for Node 2, it is
time to configure Exchange 1 as a Consumed Exchangefor Node 2. To do this, first
select the Consumed Exchanges tab and click on the Add Exch button to create a
Consumed Exchange.

Ethernet Global Data

Produced Exchanges Consumed Exchange |
Exchanges:

Exchange Prod ID Group ID  Update Timeout mS

Add Exch

Edit Exch

Delete Exch

el

Replace Addr

Then fill in the parameters, as shown below and click OK.

In this example, Node 2 will be the ONLY consumer to receive Exchange 1 from Node 1
and will NOT be a member of a Group of Consumers. Also, the Update Timeout is set to
210, which means that Node 2 will expect to receive Exchange 1 from Node 1 at least
every 210ms.

NOTE This is twice the time, plus 10ms that Node 1 was configured to transmit
Exchange 1, as recommended in Table 5.1n Section 5.2.

Add / Edit Consumed Exchange X

Exchange Number:| 1

Producer IP [ 198 162 . 0 . 1|
Address:

Group Data

[ Use Group ID 0

Update Timeout:| 210 mSec
0K Cancel
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5. Click on the Add Range button, in the EGD Configuration dialog to define a Data
Block for Consumed Exchange 1. Then fill in the parameters as shown below and click

OK

In this example, Node 2 will use Exchange 1 to receive 10 data words from %R200

through %R209.

Add 1/O Range to Exchange

Type: |Data v |

Address:l %R0200

Name: ||

Number of Registers: |1 ]
oK |

Cancel

Click OK so that dialog matches the one below.

thernet Global Data

Produced Exchanges Consumed Exchange |

Exchanges:
Exchange Prod ID
1 198.162.0.1 None
Ranges for Selected Exchange:
Byte Offset Start End

Group ID  Update Timeout mS

210

Name

Length

L

X

Add Exch
Edit Exch
e Exch

Replace Addr

Add Range
Insert Range
Delete Range

Edit Range

o]

Cancel

L lEEE EREE

6. Node 2 configuration is now complete. Click OKand save the user program using an
appropriate filename, such as EGD Node 2.csp and then start EGD communication

between Node 1 and Nale 2.
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5.8.3 EGD EXAMPLE ASTARTING EGD COMMUNICATION BETWEEN NODE 1 & NODE 2

Now that both Node 1 and Node 2 have been configured for Example 1, start them
communicating following these steps:

1. Open the saved Node 1 user programEGD Nodel.csp, and download it to Node 1.
2. Open the saved Node 2 user program (EGD Node 2.csp and download it to Node 2.
3. Connect both Node 1 and Node 2 to an Ethernet network and put them both in RUN
mode.

At this point, Node 1 and Node 2 should be exchanging EGD data as follows:

1. Every 100ms, Node 1 will read its %R100 through %R109 registers and
send them via ExchangeE ©©o vy 8ywy}«yx v® baoxy FE& ™ 9
%R209 registers.

2. Every 100ms, Node 2 will read its %R100 through %R104 registers and

"yEx ©|ly¢ «}u Y-w|juE{y F ©&v vy 8ywy}«yx V
through %R204 registers.
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5.9 EGD Example2 AMULTICAST EXCHANGE

Node 1
Exchange Exchange
(Unicast) (Unicast)
Exchange
(Multicast)

Node 2 Node 3
¢ 4

Figure 5.6 AMulticast - Three Nodes
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SUP0740-13.2-EN_Ethernet

The following are the production and consumption range details:

Table 5.2 AEGD Example Specifications

Node 1AProduction Node

Exchange #1: Production Details

Exchange #1: Produced Range Details

Node 2 AConsumption Node

Exchange Number #1 Byte Offset Start Length

Produced to Group 1 0 %R1001 50

Production Period 100mS 100 %R1501 25
150 %R1601 25

Exchange Number #1 Type Byte Offset Start Length
Producer IP 192.168.01 Data 0 %R1 50
Group Data ID 1 Data 100 %R101 25
Update Timeout 210mS Status n/a %R1001 n/a
Node 3 AConsumption Node
Exchange Number #1 Type Byte Offset Start Length
Producer IP 192.168.01 Data 0 %R1 50
Group Data ID 1 Data 100 %R101 25
Update Timeout 210mS Status n/a %R1001 n/a
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5.9.2 AMULTICAST CONFIGURADN NODE 1

To configure Node 1for the EGD Example perform the following steps:

1. On the main Cscape screen, selectNew on the File menu to start a new user
program. Then open the OCSconfiguration dialog by selecting the following in
Cscape:Controller A Hardware Configuration (or select C-t ¢button from the
Menu bar), then select Device and Model number. Select EGDcheckbox A
Configure Selected Protocol . Refer to image below.

Reagister Usage

Default Settings Reaister

Get settings from

IPAddress: [ 132 168 . 254 . 128 | Name: | | s [Configuwation | [~ Use CAN ID for last Octet
NetMask: 255 256 286 0 | Narme: | @@ [Configuwation ~|

Gatewsy: [ 0 . 0. 0.0 | Name: | _~| @ [Configuation |

Status: [ Name: | | e |

Version: [ Name:| LI T

Protocol Support
Resident Protocols

[JICMP (Ping)
EGD (Ethernet Global Data)
[C]1SRTP Slave (90-30 Service Request)
[[]Modbus Slave
[] Ethernet/IP
[C]FTP (File Server)
[JHTTP (Web Server)
[1ASCII Over TCP/IP
[[] NTP Protocol(Obtain clock from web based server)

Downloadable Protocols
ETN1/1 [~ None - ~|

ETN1/2 |- None - |

Configure Selected Protocal -

oK Cancel

February 21, 2022

Page 69149



Il HORNER

AUTOMATION GROUP SUP0740-13.2-EN_Ethernet

2. Once the Configure Selected Protocol button is selected, the Ethernet Global Data
dialog is displayed. Two options are available: Produced Exchanges and Consumed
Exchanges.

X

Ethernet Global Data

Produced Exchanges | Consumed Exchanges |
Exchanges
Exchange Type Address Prod Period mS

Add Exch
Edit Exch
Delete Exch

Replace Addr

Ranges for Selected Exchange:

e EREE

Byte Offset Start End Length Name
Add Range
Insert Range
Delete Range
Edit Range
,TI Cancel

3. Select Add Exch to create a produced exchange, and then select Group ID and add
appropriate group number . Click OK.

NOTE To create Multicast communication, use Group ID and not IP Address.

Ethernet Global Data

Produced Exchanges | Consumed Exchanges |

Exchanges
Exchange Type Address Prod Period mS
Add Exch
Add / Edit Produced Exchange X ‘ Edit Exch
Exchange Number| Delete Exch |
" IP Address & Group D Replace Addr | | -
Group ID: 1
Ranges for Seleg
Byte Offset Production Period:{10g mSec |
Add Range
0K I Cancel | Insert Range |
Delete Range
Edit Range |

OK Cancel
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4. The Produced Exchange has been created. Select Exchange 1 then click on the Add
Range button to define a Data Block for Produced Exchange 1. Then fill in the

parameters and click OK

Add 1/0 Range to Exchange

Type: Data A

Address{>R1001

Number of Registers: [5q

Narme: ||

o]

Cancel |

Continue adding the rest of the produced range details.

Exchange #1: Produced Range Details
Byte Offset Start Length
0 %R1001 50
100 %R1501 25
150 %R1601 25

At this point, the Produced Exchanges tab in the EGD Configuration dialog should

be as shown in the figure below.

Fthernet Global Data X ‘
Produced Exchanges |Consumed Exchanges |
Exchanges:
Exchange Type Address Prod Period mS
1 Group 1D 1 100
Add Exch
Edit Exch
Delete Exch
Replace Addr| | =
Ranges for Selected Exchange:
Byte Offset Start End Length Name
0 %R1001 %R1050 50
100 %R1501 %R1525 25 _"‘*ﬂ":| Range
150 %R1601 %R1625 25 -
Insert Range
Delete Range
Edit Range |
ok | Cancel | |

6. Node 1 configuration is now complete. Click OK, save the program using an
appropriate filename such as EX_2Node 1.csp and then continue with Node 2

configuration.

NOTE This is amulticast . Node 1 will produce exchanges toGROUP 1which in turn will
send exchanges to all nodes that are assigned to Group 1.
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1 On the main Cscape screen, select New on the File menu to start a new user
program. Then open the OCS configuration dialog by selecting the following in

Cscape: Controller A Hardware Configuration (or select CE ¢

v & feophotHe

Menu bar), then select Device and Model number. Select EGD checkbox A
Configure Selected Protocol . (Refer to Section 5.9.2)

2. Once Exchange 1 has been configured as a Produced Exchange forNode 1
configure Exchange las a Consumed Exchange forNode 2. To do this, first select
the Consumed Exchangestab and click on the Add Exch button to create a
Consumed Exchange.

Add / Edit Consumed Exchange

Exchange Mumber:|4
Producer IP [ 192 168 . 0 . 1|
Address:
Group Data

v Use Group ID 1

Update Timeout{>1 mSec
oK |

Cancel

Then fill in the parameters, as shown below, and click OK
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3. Once a Consumed Exchange has been made anchighlighted , click on the Add
Range button, in the EGD Configuration dialog, to define a Data Block for
Consumed Exchangel Then fill in the parameters, as shown in below, and click OK.

Add 1/O Range to Exchange X f
|
Type: Status v |
AT Status
1eSS Timestamp - Ll

0CS Timestamp

Number of Bytes: |Filler

Cancel

Continue adding the rest of the produced range details for Node 2.

Exchange #1: Consumed Range Dedils
Type Byte Offset Start Length
Data 0 %R1 50
Data 100 %R101 25
Status n/a %R1001 n/a

At this point, the Consumed Exchanges tab in the EGD Configuration dialog should
be as shown in the figure below.

Ethernet Global Data X |
Produced Exchanges (Consumed Exchange l
Exchanges:
Exchange Prod ID Group ID  Update Timeout mS
1 192.168.0.12 1 50
Add Exch
Edit Exch
Replace Addr| | ©
Ranges for Selected Exchange:
Byte Offset Start End Length Name
0 %“R1 %R50 50
100 %R101 %R125 25 Add Range
Status %R1001 %R1001 1
Insert Range
Delete Range
Edit Range
ok | Cancel | |

4. Node 2 configuration is now complete. Click OK, save the program using an
appropriate filename such as EX_2Node 2.csp, and then continue with Node 3
configurat ion.
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5.94 MULTICASTEGD EXAMPLEACONFIGURINGNODE 3

1 On the main Cscape screen, select New on the File menu to start a new user
program. Then open the OCS configuration dialog by selecting the following in
Cscape: Controller A Hardware Configuration (or select Ct ¢ v 2 feomiatie
Menu bar), then select Device and Model number. Select EGD checkbox A
Configure Selected Protocol . (Refer to Section 5.9.2)

Exchange #1 Consumed Range Details
Type Byte Offset Start Length
Data 0 %R1 50
Data 150 %R101 25
Status n/a %R1001 n/a

At this point, the Consumed Exchanges tab in the EGD Configuration dialog should
be as shown in the figure below.

2. Repeat steps from Node 2. Open Then fill in the parameters, as shown below, and
click OK.

Add / Edit Produced Exchange X

Exchange Number:|q

" |P Address ' Group ID
Group ID: |4

Praduction Peried:{1gg mSec

oK | Cancel

Then fill in the parameters, as shown below, and click OK.
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3. Once a Consumed Exchange has been made and highlighted, d¢ick on the Add
Range button, in the EGD Configuration dialog, to define a Data Block for Consumed
Exchange 1 Then fill in the paramete rs, as shown in below, and click OK

Add 1/0 Range to Exchange

Type: |Status v

Address: a""'?'
imestamp
0OCS Timestamp
Mumber of Bytes: |Filler

Cancel

': Ethernet Global Data
g
J Produced Exchanges Consumed Exchange |
: Exchanges:
0 Exchange  Prod ID
1 192.168.0.12 1 50

0 Ranges for Selected Exchange:

Group ID  Update Timeout mS

X

Add Exch
Edit Exch
e Exch

Replace Addr| | ©

LR EEEE

8 Byte Offset Start End Length Name
0 %R1 %R50 50
< [100 %R101 %R125 25 Add Range
Status %R1001 %R1001 1
_e Insert Range
I Delete Range
| Edit Range
d
- — T T

4. Node 1 configuration is now complete. Click OK, save the program using an
appropriate filename such as EX_2Node 2.csp, and then continue with Node 3

configuration.
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5.9.5 EGD Example JAStarting multicast egd communication

1. Open the saved Node 1 user program (Node 1.cspand download it to Node 1.
2. Open the saved Node 2 user program (Node 2.csp) and download it to Node 2.
3. Open the saved Node 3 user program (Node 3.csp) and download it to Node 3.

Connect both Node 1, Node 2, and Node 3to an Ethernet network and put them both in
RUN mode.
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CHAPTER6: SERVICE REQUEST TRANSFER PROTOCOL
(SRTP)

6.1 SRTP Overview

Service Request Transfer Protocol (SRTP) is a GE Fanuc Automation protocol, which
allows a remote SRTP Client to request services from an SRTP Server. In this context,
the OCSacts as an SRTP Server, which responds to requests from one or more SRTP
Clients.

Since SRTP was originally designed to support services provided by GE Fanuc Series

90 PLC products, the OCE ~ gfhd ¥8§oOowo; @ z©v8 cWgot uegx f Wg
support all possible SRTP services. TheOCE © } ¢ ¥ y¢y£O©QOu©} v E w©wz gfhd }°
to those services required for the exchange of PLC register data.

The following SRTP service requests are supported by the OCS

Table 6.1ASRTP Service Requests

Request Code Service Name

0 PLC SSTAT

1 PLC LSTAT

4 READ SMEM

7 WRITE SMEM

33 CHG PRIV LEVEL

67 RET CONFIG INFO

79 SESSION CONTROL

97 PLC FEATURES SUPP

The READ_SMEM and WRITE_SMEM requests are supported for the following register
types:

Table 6.2 ASRTPRegister Types
Selector Register Type
8 %R 16 bit
10 %Al 16 bit
12 %AQ 16 bit
16 %l 8 hit
18 %Q 8 bit
20 %T 8 hit
22 %M 8 hit
30 %S 8 hit
70 %l 1 bit
72 %Q 1 bit
74 %T 1 bit
76 %M 1 bit
84 %S 1 bit
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6.2 SRTPConfiguration

If SRTP protocol will be used in the application, the general OCS Configuration,
previously described in Chapter 3, must be performed, and SRTP must be enabled. To
enable SRTP protocol, use Cscape Programming Software, to perform the following
two steps:

1. Open the OCSconfiguration dialog (Controller A Hardware Configuration A LAN1/
Config) as described in Chapter 3.

2. Enable SRTP by checking the SRTP Slave (90-30 Service Request) checkbox in the
Module Configuration dialog , see below.

Protocol Support
Resident Protocols

[]ICMP (Ping)

[[]1 EGD (Ethernet Global Data)
[]1 Modbus Slave

[[] Ethernet/IP

[1FTP (File Server)

[JHTTP (Web Server)

[] ASCII Over TCP/IP

No additional configuration is required for SRTP protocol , so the Configure Selected
Protocol button is disabled. If SRTP is enabled and the OCShas been assigned an IP
Address and Net Mask, then it will respond to service requests from an SRTP Client.
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6.3 SRTP Operation

With respect to SRTP protocol, the OCE ©~ vy | u«} o8 xy¥y£x~ ®©BE =|yoO|y
RUN mode or not.

1 When the OCS is in RUN mode, theOCS responds normally to SRTP Client
requests.

1 When the OCS isnot in RUN mode, it still responds to SRTP Client requests,
with the following differences:

1. When a WRITE_SMEM request is received from an SRTP Client, to write
a block of OCS registers, a reply is sent to the client, but the data is not
written to OCS registers.

2. When a READ_SMNEM request is received from an SRTP Client, to read a
block of OCS registers, a reply is sent to the client, but the data returned
to the client is the last known values of the requested OCS registers, and
is not actually read from the OCS registers.

3. For all requests received from an SRTP Client, the reply will indicate to

the client that the OCS is not in RUN mode, by returning the RUN
DISABLED code in the Piggyback Status word.
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CHAPTER7: MODBUS TCP &RVERPROTOCOL

7.1 Modbus Configuration

If Modbus TCP Server protocol will be used in the application, the general OCS
configuration, previously described in Chapter 3, must be performed, and Modbus must
be enabled. To enable Modbus protocol, use Cscape Programming Software, to
perform the following two steps:

1. Open the Ethernet LAN1 Configuration dialog ( Controller A Hardware
Configuration A LAN1 / Config), as described in Chapter 3.

2. Enable Modbus by checking the Modbus Server checkbox in the LAN1Configuration
dialog.

No additional configuration is required for Modbus protocol As long as Modbus is
enabled, and the OCShas been assigned an IP Address and Net Mask, it will respond to
service requests from a Modbus TCP Client.

Protocol Support
Resident Protocals

[[]1/CMP (Ping)
[[] EGD (Ethernet Global Data) Configure Selected Pratocol
[[] SRTP Slave (90-30 Service Request)
[[] Ethernet/IP
[C]FTP (File Server)
[CJHTTP (Web Server)
[ ASCIIl Over TCP/IP
[[] NTP Protocol(Obtain clock from web based server)

Figure 7.1ALAN1: Modbus ®rver (Slave)
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3. If there is a need to use Modbus UDP or to change the default Modbus TCP port,
or if there needs to be restrictions on Modbus Write Access to this OCS, click on the
Configure Selected Protocol button.

Modbus Slave Configuration X {
Mode

* Modbus TCP Pott  |502
" Modbus UDP

4 V' Enable Wite Inhibit

Register: [%ROT001[  Name: ME

oK | Cancel |

4. To restrict Modbus Write access to this OCS, check the Enable Write Inhibit
checkbox. Specify a kbit register that, when set high, will not allow the Modbus
Client to write data to this OCS. Change the mode to Modbus TCP or Modbus
UDP as needed per the Clent device. Change the Port used for Modbus
communications if the default port 502 is not sufficient.
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7.2 Modbus Operation

With respect to Modbus TCP Server protocol, the OCE behavior depends on whether
the OCS is in RUN mode or not.

When the OCS is in RUNmode, it responds normally to Modbus TCP Client requests.

When the OCS isnot in RUN mode, it still responds to Modbus TCP Client requests, with
the following differences:

1. When a request is received from a Modbus TCP Client to write a block of OCS
registers, a reply is sent to the Client, but the data is not written to OCS
registers.

2. When a request is received from a Modbus TCP Client, to read a block of OCS
register s, a reply is sent to the Client, but the data returned to the Client is all
zeroes.

1. A Modbus TCP Client can determine if the OCS is RUN mode in either of the
following two ways:

a. By reading the OCS Always On register (%S7), which is 1if the OCS is in
RUN mode and 0 if the OCS is not in RUN mode (because of item 2
above).

b. By issuing a Read Exception Status request, which returns an Exception
Status of 0 if the OCS is in RUN Mode o 1if the OCS isnot in RUN mode.

2. k| yE Ckg8}o©y J]£|]}v}o©¢é }" yEuviyx } £ ©|ly wonfz}
a. ]z ©|y wofz}{?2§ybh} {§¢Edccamgt @ritccanyjvdlugs } = C
to the server.

b.1]z ©|y wof£z}{28yx §olgnicarche gnabledtovijte } © C o ¢
values to the server.
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CHAPTER 8: ETHERNET/ IP PROTOCOL

8.1 Ethernet / IP Overview

Ethernet / 1 d

¥8§oO©Onowaoj

y -

c Xj UcE-

Wa ¢ ¢ o £ Efhérxet.” ©8 1} u j
Figure 8.1 illustrates the protocol layers. Ethernet/IP starts at the Ethernet Physical

Layer, and moves up through the IP, TCP/UDP, and Encapsulation Layers. It is beyond
the scope of this supplement to discuss the specifics of the Ethernet/IP protocol. See
the Ethernet/IP specification at
Ethernet/IP protocol.

http://www.odva.org  for

more details of the
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Figure 8.1AEthernet / IP Protocol Layers

The OCS provides Ethernet/IP server capability, and implements the following CIP

objects:

=4 =4 =449
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The OCShas an Unconnected Message Manager (UCMM), which forwards the following
services on to the addressed object:

1 Forward Open (Connection Manager object service)
1 Forward Close (Connection Manager object service)
1 Get Attribute Single
1 Set Attribute Single

It will forward the above services on to the addressed object, however the addressed
object may or may not suppor t the service.

The OCSsupports Class 3 connections for explicit messaging, and Class 1 connections
for I/O (Implicit) messaging.

1 Class 1connections are periodic exchanges of data that are typically used by
I/0O modules. The OCS uses Class 1 implicit messaging to exchange register data
on the EtherNet/IP network.

1 Class 3 connections are explicit messages that are sent to device nodes from
the scanner and are generally used to configure or request connection or
operation settings.

The OCScan be configured to produce and consume 0 bytes of data up to 256 bytes of
data.

The TCP connections used for Ethernet/IP have an inactivity timeout of 60 seconds. In
the event of an inactivity timeout, the TCP connection will automatically close.
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8.2 Ethernet/IP Configuration

If Ethernet/IP protocol will be used in the application, Ethernet/IP configuration must
be performed, in addition to the general Ethernet LAN1 Configuration previously
described in Chapter 3. To configure Ethernet/IP protocol, use Cscape Programming
Software to perform the following five steps:

1. Open the Ethernet LAN1 Configuration dialog (Controller A Hardware
Configuration A LAN1/Config).

2. Enable Ethernet/IP by checking the Ethernet IP checkbox.

Protocol Support
Resident Protocols

[]ICMP (Ping)
[[] EGD (Ethernet Global Data) Configure Selected Protocol

[ SRTP Slave (90-30 Service Request)

[] Modbus Slave

[] FTP (File Server)

[[JHTTP (Web Server)

] ASCIl Over TCP/IP

[] NTP Protocol(Obtain clock from web based server)

Downloadable Protocols

3. Click on the Configure Selected Protocol button next to the Ethernet/ IP
checkbox to open the Ethernet IP Configuration dialog.
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4. Set the location and size of Produced and Consumed data.
5. Also, set the location of the 16 -bit Ethernet/IP Status word.

)
| Ethemet IP Configuration X ‘

Produced [Sent from Controller to Metwork)

Starting Register: I Mame: I LI

Number of Words: ||] ]

Consumed [Sent from Metwork to Controller)

Starting Register: | Name: | ﬂ

MNumber of Words: |El

Status

Reaister: | Name: ﬂ 16-BIT

| oK I Cancel | I

Figure 8.2 AEthernet IP Configuration
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8.3 Ethernet/IP Operation

After configuring the OCS as described in Section 8.2, it is ready to respond to
Ethernet/IP requests. The OCShandles unconnected requests anytime.

To exchange 1/O data with the OCS a class 1 connection pair must be established. The

connection pair consists of a class 1 originator -to-target connection and a class 1

target -to-originator connection, both of which should be set for point -to-point

Transport Type. The data sizes must match the OCE ~ wae £z} {28yx Wof"2ac¢y:
Produced data sizes, respectively. The application path should be set as follows:

9 The originator -to-target connection point should be set to 100 (0x64),
which stands for the assembly clas s (4), instance 100 (0x64).

1 The target-to-originator connection point should be set to 101 (0x65), which
stands for the assembly class (4), instance 101 (0x65).

There is NO configuration assembly instance. All the class 1 connection pair setup data
is transmitted through a forward open service to the connection manager.

Once the class 1 connection pair is established, I/O data is exchanged to/from the OCS
through these connections. The Consumed data (data coming from the scanner) and
Produced data (data going to the scanner) are available at the locations within the OCS
register map as configured.

The TCP connections used for all encapsulated messages and explicit messages have
an inactivity timeout of 60 seconds. If the TCP connections are required to st ay open,
a NOP encapsulated command can be used at a periodic rate to keep the TCP
connection open.

When the OCS isnot is RUN mode, Produced data is all zeros, and Consumed data is
not written to the configured registers within the OCS. When the OCS is i n RUN mode,
the configured Produced OCS registers are read and sent as Produced data, while
Consumed data is received and written to the configured Consumed OCS registers.

The Status word provides Ethernet/IP connection status. The upper byte of the word
contains the Class 3 (Explicit) connection count and the lower byte contains the Class 1
(I0) connection count.

NOTE When the Status word indicates no connections, the Consumed OCS registers
contain old data.
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PART THREE: DOWNLOADABLEINDUSTRIAL
PROTOCOLS

CHAPTER 9: MODBUSTCP/IP CLIENT

Section 9.1: Overview

MODBUS TCP/IP is a variant of the MODBUS family of simple,vendor-neutral
communication protocols. It is intended for supervision and control of automation

yi 2} ¥¢Cy£0OB g¥yw}lz}wuji®@ } © woa«y8" O]y 2a°

Cl]E£EOyS8E£EYyO©OE y£«}8ufLCYy£© 2"} £{ ©|y hwd<C] d

¥8§un©owej }" zo8§ YO|Yy8£y© u©OQuw| ¢Cy£O© oz d°

simple field buses or I/O networks.

Modbus TCP is aClient / Server protocol, which allows a remote Modbus TCP Client to
request services from a Modbus TCP Server. In this context, the OCS acts as a Modbus
TCP Server, which responds to requests from one or more Modbus Clients.

oy
¥§
w

Ui i agxva" 8yl ay"©" ©O|lu© wofOu} £ @leyt needdgc "
©a vy wofz}{28yx -} O] ©| vy client&gléo requreltheUserxeB y ~ -

unit number. Since each Ethernet module must have its own unique IP Address, the
server unit number is not relevant and is discarded by the Ethernet module.

To access OCS registers, a Modbus TCRClient must be configured with the appropriate
register type and offset. This is usually accomplished with one of two methods:

The first method uses either Traditional Modbus References or Expanded Modbus
References, in which the high digit represents the register type and the lower digits
represent the register offset (starting with register 1 for each type). Since only four
Modbus register types (0, 1, 3, u£€x H= wuf£ vy 8y¥8y " yEfOyXx
Modbus implementation packs several OCS register types into each Modbus register
type. Starting addresses of each OCS register type are shown in the Traditional
Modbus Reference and Expanded Modbus Reference columns.

The second method requires the Modbus TCP Client to be configured with a specific
Modbus Command and Offset. The supported Modbus commands and the associated
offsets are also illustrated in the table s below.

NOTE Each controller family has its own Modbus Mapping table.
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XLE/XLEe Series AModbus Mapping

OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus
Range Ref. Modbus Retf. Offset
(5 digit s) (6 digit s)
%I1 2048 10001 010001 0
%IG1 64 13001 013001 Read Input Status (2) 3000
%S1 13 14001 014001 4000
%K1 10 15001 015001 5000
%0Q1 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Coil (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 64 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 192 34001 034001 4000
%AQ1 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 9999 - 410001 10000
XLT/XLTe Series AModbus Mapping
OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus
Range Ref. Modbus Ref. Offset
(5 digits) (6 digit)
%I1 2048 10001 010001 0
%IG1 64 13001 013001 Read Input Status (2) 3000
%S1 13 14001 014001 4000
%K1 4 15001 015001 5000
%01 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Coil (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 64 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 192 34001 034001 4000
%A01 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 9999 - 410001 10000
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XL4 Series AModbus Mapping
OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus
Range Ref. (5 digits) Modbus Retf. Offset
(6 digits)
%I1 2048 10001 010001 0
%IG1 256 13001 013001 Read Input Status (2) 3000
%S1 256 14001 014001 4000
%K1 4 15001 015001 5000
%01 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Coil (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 256 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 256 34001 034001 4000
%AQ1 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 9999 -- 410001 10000

XL+, XL7 & EXL6 AModbus Mapping

OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus
Range Ref. Modbus Ref. Offset
(5 digits) (6 digits)
%I1 2048 10001 010001 0
%IG1 256 13001 013001 Read Input Status (2) 3000
%S1 256 14001 014001 4000
%K1 5 15001 015001 5000
%01 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Cail (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 256 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 256 34001 034001 4000
%A01 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 9999 - 410001 10000
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EXL10 AModbus Mapping
OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus
Range Ref. Modbus Retf. Offset
(5 digits) (6 digits)
%I1 2048 10001 010001 0
%IG1 256 13001 013001 Read Input Status (2) 3000
%S1 256 14001 014001 4000
%K1 7 15001 015001 5000
%01 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Coil (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 256 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 256 34001 034001 4000
%AQ1 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 9999 -- 410001 10000

X5 Series AModbus Mapping

OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus
Range Ref. (5 digits) Modbus Ref. Offset
(6 digits)
%I1 2048 10001 010001 0
%IG1 256 13001 013001 Read Input Status (2) 3000
%S1 256 14001 014001 4000
%K1 4 15001 015001 5000
%01 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Cail (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 256 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 256 34001 034001 4000
%A01 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 8192 - 410001 10000

February 21, 2022 Page 91| 149




l HORNER

AUTOMATION GROUP SUP0740-13.2-EN_Ethernet

X2, X4 & X7 AModbus Mapping

OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus

Range Ref. Modbus Retf. Offset

(5 digits) (6 digits)

%I1 1024 10001 010001 0
%IG1 256 13001 013001 Read Input Status (2) 3000
%S1 256 14001 014001 4000
%K1 10 15001 015001 5000
%0Q1 1024 0000 1 00000 1 Read Coil Status (1) 0
%M1 1024 03001 003001 Force Coil (5) 3000
%T1 1024 06001 006001 Force Multiple Coils (15) 6000
%0QG1 256 09001 009001 9000
%A1 256 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 200 34001 034001 4000
%AQ1 256 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 5000 - 410001 10000

RCC Series AModbus Mapping

OCS Ref. Max. Trad. Modbus Expanded Modbus Command(s) Modbus

Range Ref. (5 digits) Modbus Ref. Offset

(6 digits)

%I1 2048 10001 010001 0
%IG1 64 13001 013001 Read Input Status (2) 3000
%S1 13 14001 014001 4000
%K1 0 15001 015001 5000
%01 2048 0000 1 00000 1 Read Coil Status (1) 0
%M1 2048 03001 003001 Force Coil (5) 3000
%T1 2048 06001 006001 Force Multiple Coils (15) 6000
%0QG1 64 09001 009001 9000
%A1 512 30001 030001 Read Input Register (4) 0
%AIG1 32 33001 033001 3000
%SR1 200 34001 034001 4000
%A0Q1 512 40001 040001 Read Holding Registers (3) 0
%R1 2488 40513 040513 Load Register (6) 0
%R1 2048 43001 043001 Load Multiple Registers 3000
%AQG1 32 46001 046001 (16) 6000
%R1 4096 -- 410001 10000
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Section 9.2: Configuring Modbus Client Device

The following are the steps for configuring Modbus Client with Cscape.

Open Controller A Hardware Configuration (select a series and device type)A
LAN1/ETN300 Config to open the LAN1/Ethernet dialog and select Controller with
Ethernet.

Open Program A Protocol Conf and perform the following configurations:
a. Select Modbus Client from the Ethernet drop -down list. Then click on the

Network button. This will open the Network Config (Modbus Client)
dialog.

LAN1 Configuration *

Register Usage

Default Settings Register Get settings from
IP Address: | 192 . 168 . 254 . 128 Name: | _~| e |Configuation | T Use CANID for last Octet
NetMask: | 255 256 255 . 0 Name: | _~| @ [Configuiation |

|
|
Gatewaﬁ’il o. 0. 0.0 | Narne:| LI 32-BIT |E'unligw.1ratu:n _I
|
|

Status:

Narne:| LI 16-BIT |
Narne:l LI L |

WVersion:

Protocol Support
Resident Protocols

[[]1CMP (Ping)
[[] EGD (Ethernet Global Data) Configure Selected Protocol
] SRTP Slave (90-30 Service Request)
[] Modbus Slave
[[] Ethernet/IP
[ FTP (File Server)
[JHTTP (Web Server)
[ ASCII Over TCP/IP
[C]NTP Protocol(Obtain clock from web based server)

ownloadable Protocols
LTl Mocbus Client v 4.03 <] MNewok | Devices | ScanList |

~MNone -
ETN1/2 |EipcClient v 3.21 | | |
Modbus Client v 4.03

DK I Cancel

Figure 9.1AAccessing Modbus Dialog
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Section 9.3. Network Config

Network parameters and status registers can be configured in the Network
Config dialog.

T Wofz} {238y ¢}£}¢38¢ UuUfEx C¢u-}¢3¢ «uj®y zno8§
respectively.

1 Configure the update Scan type as automatic or manual according to
process requireme nts.

1 Configure the (optional) network status register.

Network Config (Modbus Client) X ‘

Paort Configuration

Minimum Port 1d: | eg Pratocal: W
Maximum Port I1d: IW
KeepAlive Time: [1000 Reties: [T (0:255)
Timeout: IW mSec
Fast
Update Scan
& Automatic
Update Interval: Igi mSec ReacquireTime: W mSec
 Manual
Trigger: | | J -
ID Select: | I _I 16-BIT
Master ID / Address
Address: lﬂi
Status
Register. | N-ame:l LI 4y mEm

Protocol Help 0K | Cancel

Figure 9.2 ANetwork Config (Modbus Client)
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Device Config

Click on Devices button to configure Server device (max 64) as follows:

LAN1 Configuration

Register Usage
Default Settings Register Get settings from
IPAddress: [ 192 168 . 254 . 128 | Mame: | | sz [Configuiation ~| [ Use CAN ID for last Octet
NetMask ["255 255 255 0 | Name: | &8 [Configuiation ~|
Gatewsy: [ 0 0 . 0.0 | Nare: | | s [Configuation ~|
Status: | Mame: | | e |
Version: [ Name:l LI T |

Protocal Support
Resident Protocols
[]1CMP (Ping)

[[] EGD (Ethernet Global Data)

Configure Selected Protocol

[[] SRTP Slave (90-30 Service Request)

[]Medbus Slave

[[] Ethernet/IP

[]FTP (File Server)
[JHTTP (Web Server)
1 ASCIl Over TCP/IP

[[] NTP Protocol(Obtain clock from web based server)

Downloadable Protocols

ETN1/1 [Modbus Clert v 403 =] Nework
ETN172 [~ None - =] | Mework | |
0K Cancel
Select a device:
| m ! Device List (Modbus Client) X
Mame I 1D I Status I On Error l
DEV1 0.0.01 Retry Add
Native 1.000 Retry
Modicon5  2.0.0.0 Retry Delete
Modicon B 5.0.00 Retry
Config
|
}
[
Cancel
Figure 9.3 ADevice List (Modbus Client)
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Device Config % Device Config b

Dees Device

v Get Target IP address from register

Target IP Register : | %R0 32

[” Get Target IP address from register
IF'Address:| o .0 .0

[~ Gel Target Port Id from registers [V Get Target Port Id from registers

Port  |502 Target Port Register : |%ZR0 168
I~ Remate Slaveld [0 j I~ Remote Slaveld [0 :II

Device Options Device Options

I~ Swap Words on 32-bit data ™ Swap'Words on 32-bit data

[ Target returns 32-bits on single register request ™ Target returns 32-bits on single register request

Device Type:  [Generic Decimal Addressing LI Device Type: |Generic Decimal Addressing Ll
Status Status

[~ Enable [~ Enable
| 14-BIT 16-BIT
s & o 0

oK I Cancel | ,TI Cancel |

Figure 9.4 ADevice Config

1 Configure server device name, IP address (either direct or through registers)
and port ID (either direct or through registers). Configuring IP address or por t
ID through registers allows user to modify IP address or port ID during runtime.

NOTE User should change the controller mode to Idle and then to Run after
modifying port ID during runtime.

9 Select the address mode (refer to Section 9.2) required when talking to this
device.

1 If option for Swap Words on 32 -bit Data is checked, the high and low 16-bit
values of 32-bit Data are swapped when transferred between the target and
ocCs.

9 Device status registers can be optionally enabled and used to determine the
current state of communi cations.

1 Select Stop on Error as per process requirement (located in the Status box at
the bottom).

February 21, 2022 Page 96| 149



Il HORNER

AUTOMATION GROUP SUP0740-13.2-EN_Ethernet

Device Type: Modbus TcplpClient.DIl supports the following addressing modes:

Generic Decimal Addressing
Generic Hexadecimal Addressing
Native Addressing

Modicon PLC 5-Digit Addressing
Modicon PLC 6-Digit Addressing

= =4 =4 =8 =9

Device Config X

Device

Name: [

[ Get Target IP addiess from register
IPAddress:I o . 0.0 .0

™ Get Taget Port Id from registers

Port |5D2
[~ Remote Slave Id |[| j

Device Dptions

I Swap Words on 32-bit data

I Target returns 32-bits on single register request

Device Type: | Generic Decimal Addressing Ll

Generic Decimal Addressing
Stalus Generic Hexadecimal Addressing
[ Enable N ative Addressing
Modicon PLC 5-Digit Addressing
[— Modicon PLC_§;IE igit Addressing

| E
' 'S
| oK I Cancel |
Figure 9.5 ADevice Type
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Generic Decimal Addressing

The first option is Generic Decimal Addressing. Use this when the connected device
uses an addressing mode which does not correspond to a Modicon PLC, and offsets in
the documentation for the target device are given in decimal.

Register Definition X

* Read/w/ite Reagisters (Function Codes 3, 6, 16)
" Read/white Bits [Function Codes 1,5, 15)

" Read Only Registers (Function Code 4)

" Read Only Bits (Function Code 2)

Register Address |0 j

0k | Cancel |

Addresses are entered in the following form:

<Data Type> <Decimal humber>

Data type takes one of the following values:

RWR : (ReadWrite Registers) Uses Modbus function codes 3, 6, 16
RWB : (ReadWrite Bits) Uses Modbus function codes 1, 5, 15

ROR : (ReadOnly Registers) Uses Modbus function code 4

ROB : (ReadOnly Bits) Uses Modbus function code 2

The decimal number gives the offset of the target data in the selected data type
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Generic Hexadecimal Addressing

Use this when the connected device uses an addressing mode which does not
correspond to a modicon PLC, and offsets in the documentation for the t arget device
are given in hexadecimal

Register Definition X

(¢ Read/write Registers (Function Codes 3, 6, 16)
(" Read/write Bits (Function Codes 1.5, 15)

(" Read Only Registers [Function Code 4)

" Read Only Bits [Function Code 2)

Register Address |0 j
0K Cancel |

Addresses are entering the in the following form:

<Data Type> <Decimal number>

Data type takes one of the following values

RWR : (ReadWrite Registers) Uses Modbus function codes 3, 6, 16
RWB : (ReadWrite Bits) Uses Modbus function codes 1, 5, 15

ROR : (Read Only Registers) Uses Modbus function code 4

ROB : (Read Only Bits) Uses Modbus function code 2

The hexadecimal number gives the offset of the target data in the selected data type
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Native Addressing

Use this when the connected device is an OCS unit running Modbus TCP / IP host.

Device Register Help X

Use standard device formatting (*cR123, 20AI456, %l12, %Q23).

oK

Addresses are entered as standard OCS addresses.

Modicon PLC 5-Digit Addressing

Use this when the connected device uses an addressing mode which corresponds to a
reduced memory map modicon PLC.

Modicon PLC 6-Digit Addressing

Use this when the connected device uses an addressing mod which corresponds to an
extended memory map modicon PLC.
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LAN1 Configuration

~ Register Usage

Default Settings Register Get settings from
IPAddress: | 192 . 168 . 254 . 128 | Name: | ~| s#8 |Configuation ~| [ Use CAN ID for last Octet
NetMask: [265 286 256 0 | Name: [ | @& [Configuation ~|
Gateway: [0 0 . 0 . 0 | Nare: | ~| ##8 [Configuation ~|
Status: I Name:[ EJ 16-BIT [
Version: | Name:| LI toert, [

Protocol Suppoart
Resident Protocols

[1/CMP {Ping)
[[] EGD (Ethernet Global Data)
] SRTP Slave (90-30 Service Request)
[[] Modbus Slave
[] Ethernet/IP
[C]1 FTP (File Server)
[JHTTP (Web Server)
] ASCII Over TCP/IP
[ NTP Protocol(Obtain clock from web based server)

Downloadable Protocols

Configure Selected Protocol

ETN1/1 |Modbus Client v 4.03 ~|  Network | Devices |  ScanList
ETN1/2 [~ None - =] | |
OK | Cancel
Click on Scan List button to open the Scan List (Modbus Client) dialog.
B Scan List (Modbus Client) X

Edit View Sort
Index I Local Name I Register I Type [ Dev Name I 1D I Target I Length I
<

Add
Delete
Config

Edit Names

Cancel

Filter By Device: | eee ] e

i

= 0

Figure 9.6 AScan List (Modbus Client)
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|' Da-t;ﬂMapping . o ><-
Target
) Device Name: |EEYITIKTI - |
Device Register. | ﬂ [ 32-bit access

Lenath: |'I
Local

Register: | Name: | LI

Update Type
* Polled Read " Trggered Read
" Polled Read/rite " Triggered Wiite
" Polled Read/wite Init
Trigger Register: | J

DK I Cancel |

Figure 9.7 AData Mapping

To transfer data between the OCS and remote target, a Scan List must be created that
defines each transaction. Each mapping entry (transaction) contains the source and
destination registers, the number of consecutive registers transferred, the direction of
the transfer and trigger for transfer (optional). Maximum number of entries is 512.

NOTE Order of the Scan List is the order in which the transaction occurs.
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1 Scan list for a client device is developed in the following steps:

Click ADD button to open the Data Mapping dialog for adding new entry to the
Scan List.

Configure the following:

Table 9.1AData Mapping Fields
Device Name Select the target device from the drop -down list.
Only those device entries previously created from
the Device Config menu are available.

Device Register g¥yw}z® ©O|ly O©Ou8{yO xy«} wy
according to the selected addressing mode.
(Section 9.2)

32-Bit Access Allows two local (OCS) 16hit registers to be treated

as a single 32-bit value. For example, if the value in
either 16-bit register is modified, both registers are
written to the device.

Length Specify the number of consecutive device registers
to Read/Write. Maximum length is 32.

Local Register Specify the local (OCS) register that is the source or
destination for transfer of the data.

Local Name (Optional) Enter/Select name for the Local Register.

Update Type This field specifies the direction and triggers the

transfer of data between the OCS and target device.
Select Update Type as per the system requirements.
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PART FOUR NON-INDUSTRIAL ETHERNET
PROTOCOLS

CHAPTERI0: INTERNET CONTROL MESSAGE PROTOCOL
(ICMP)

10.1 ICMP Overview

ICMP is used for diagnostic purposes only, to determine if another device e xists on the
Ethernet network.

Using ICMP, the OCS sends Ping Echo Requeststo another device and expects the
other device to answer with Ping Echo Responses. The OCS measures the round -trip
time of each Ping Echo Request / Response exchange and puts the result (in
milliseconds) into an OCS register.

In addition, when the OCS receives a Ping Echo Request from another device, it
answers with a Ping Echo Response.

NOTE Although ICMP supports other network diagnostics, the OCSonly supports Ping.
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10.2 ICMP Configuration

If ICMP protocol will be used in the application, ICMP Configuration must be performed,
in addition to the general Ethernet LAN1Configuration previously described in Chapter
3. To configure ICMP protocol, use Cscape Programming Software to perform the
following five steps:

1. Open the Ethernet LAN1Configuration dialog by selecting Controller A Hardware
Configuration (select a series and device type)A LAN1/Config.

Protocol Support
Resident Protocols

ICMP (Ping)

[]1EGD (Ethernet Global Data) Configure Selected Protocal
[_]1 SRTP Slave (90-30 Service Request)

[1Modbus Slave

[7] Ethernet/IP

[] FTP (File Server)

[JHTTP (Web Server)

1 ASCII Over TCP/IP

[[]1NTP Protocol(Obtain clock from web based server)

2. Enable ICMP by checking the ICMP (Ping) checkbox in the LAN1 Configuration

dialog.

3. Click on the Configure Selected Protocol button next to the ICMP (Ping)checkbox
to open the ICMP Configuration dialog. Refer to figure below.

ICMP Configuration X }
Fing IP Reg || Name: | LI 32-BIT
Ping Time Reg: Name: I LI 32-BIT

Ping Timeout: m mSec
’Tl Cancel ‘

Figure 10.1AICMP Configuration
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4. Set up the ICMP Configuration parameters as follows :

Table 1.1AICMP Configuration Parameters

Ping IP Reg Enter an OCS Register reference (such as %R200) to indicate which 32 -bit
OCS register will be read to obtain the IP Address of the network device to
send Ping Echo Reguests to.

Ping Time Reg Enter an OCS Register reference (such as %R202) to indicate which 32 -bit
DINT OCS register will be written with the Ping Echo Request / Response
round-trip time (in milliseconds). If no response is received within the Ping
Timeout interval, a Ping Time of -1 is reported, indicated a timeout.

Ping Timeout Enter a number between 100 and 100,000 for how often (in milliseconds)
the OCSshould send Ping Echo Requests. If the response takes longer than
this amount of time, it is considered a timeout.

5. Click OKto accept the new ICMP Configuration.

10.3 ICMP Operation

To start Ping Echo Requests, use Ladder Code, User Screens or Cscape Data Watch to
write an IP Address to the OCS register indicated by Ping IP Reg To check the
resulting Ping Echo Response times, read the OCS register indicated by Ping Time Reg.
If the round -trip time exceeds the configured Ping Timeout (or if there is no response
at all), the reported response time will be -1.

To stop Ping Echo Requests, write 0.0.0.0 to the OCS register indicated by Ping IP Reg
NOTE ICMP protocol is active even when the OCS is not in RUN mode. Therefore, when

the OCS is na in RUN mode, User Screens and Cscape Data Watch can still be
used to control and monitor ICMP Pinging.
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CHAPTER It FTP SERVERPROTOCOL
1 FTP Overview

File Transfer Protocol (FTP) is a standard Client/Server Internet protocol, based on
RFC959, which supports efficient and reliable file transfers over a TCP/IP network. In
this context, the OCSacts as an FTP Server, which responds to file transfer request s
from one or more FTP Clients.

NOTE FTP protocol is supported only by OCS Models, which have builtin Ethernet and
an OCS file system with removable media (such as Compact Flash / microSD).
For OCS Models that do not have an OCS file system, the FTP (Fle Transfer)

wlyw vaea- =}ijij vy { Ethe®gtLANdCo@figurafion télog.u ¥ y € ~

The OC£ " Zhd gy§«y§ " 2¥¥n§O© voO©| UELof®Coa’

between an FTP Client and the OCS file system. Authenticated file transfers require
that the FTP Client provide one of two possible User Name and Password pairs, before
the OCS file system can be accessed.

Properly authenticated, an FTP Client can access OCS file system functions, which

include file read, file create, file delete , file rename, file write, directory read, directory
create, and directory delete.
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12 FTP Configuration

If FTP File Transfer will be used in the application, FTP Configuration must be
performed, in addition to the general Ethernet LAN1 Configuration previously
described in Chapter 3. To configure FTP protocol, use Cscape Programming Software
to perform the following five steps:

1. Open the Ethernet LAN1Configuration dialog by selecting Controller A Hardware
Configuration (select a series and device type)A LAN1/Config.

Protocol Support
Resident Protocols

[]ICMP (Ping)
[] EGD (Ethernet Global Data) Configure Selected Protocol
[[]1 SRTP Slave (90-30 Service Request)
[] Modbus Slave
[] Ethernet/IP
[JHTTP (Web Server)
[ ASCII Over TCP/IP
[[]NTP Protocol(Obtain clock from web based server)

2. Enable FTP by checking the FTP (File Server) checkbox in the LAN1Configuration
dialog Until this is done, the OCS will not respond to any FTP Client requests.
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3. Click on the Configure Selected Protocol button next to the FTP (File Server)
checkbox to open the FTP Configuration dialog. Refer to figure below.

FTP Configuration X [-

User 1

User Name: ||

Password
User2

User Name:

Password

" Read Only ' Read /'Write

" Read Only & Read /Wiite

oK | Cancel ‘
Figure 11.AFTP Configuration Dialog

4. Optionally, set up the FTP Configuration parameters for User 1and/or User 2 as
follows:

Table L1AFTP Configuration Parameters

User Name Enter an alphanumeric string (up to 40 characters) for the FTP W;j } vy
User Name

Password YE©QYy S8 UuUf uj¥|ufa@c¢y8}lw " O©O8}E{ <2¥ G
Password.

Read Only Select this option to give the FTP Client read -only access to the OCS file
system.

Read / Write Select this option to give the FTP Client read-write access to the OCS file
system.

NOTE Usernames and Passwords are casesensitive and, by default, User Name and
Passwords for both User 1 and User 2 are empty. In this case, anonymous FTP Clients
can access OCS files, but file access wil be read-only. In a typical application, both User
1 and User 2 should be configured - one with read -only access and the other with read -
write access.

NOTE Usernames must be unique for all FTP interfaces i.e. LAN1 / LAN2 / Wi-Fi.

5. Click OKto accept the new FTP protocol configuration.
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1.3 FTP Operation

After performing OCSFTP Configuration, a 3" party FTP Client (such as a PC running
SmartFTP) can be used to access the OCS file system.

Thetarget OCE "~ weoe £z} {238yx ] d Uxx§8y  andFTRZRassward(ify 8 buc¢y
any), must be entered into the FTP Client, to establ ish an FTP connection before any

file accesses can be initiated. Please refer to documentation provided with the 3 ™

party FTP Client, regarding how to install, configure and operate the FTP Client.

When configuring an FTP Client, the user should be aware that the FTP protocol
standard defines many optional features. Like many UNIX implementations, the OCS
FTP Server imposes constraints on some of these options, as shown in Table 13.1 below.

Table 1.2 A-TP Server Option Constraints
FTP Option Supported Not Supported
File Transfer Type Binary Type ASCII Type & EBCDIC Type
File Format Non-Print Format Telnet Format & Carriage Control Format
File Structure File Structure Record Structure & Page Structure
Transmission Mode Stream Mode Block Mode & Compressed Mode
Data Connection Mode | Active (PORT) Mode Passive (PASV) Mode

In addition, since the FTP Server will automatically disconnect an FTP Client after
about 3 minutes of inactivity, the user might need to configure the FTP Client to
periodically send NOOP (No Operation) commands to the FTP Server, to keep the
connection aliv e.

14 FTP File Accessing

When using FTP to exchange files with an OCS, the user should know that the OCS file

"® Oyt }¢¥jy¢y£© uf CLBGE¢ z}ijyEfuty zo8CuO©O@ | }\

should consist of up to 8 characters, followed by an optional dot, and an optional
extension with up to 3 characters.

Also, the OCS file system allows multiple concurrent file accessing. For example, an
FTP Client can read a file at the same time the OCS ladder program is logging data to
another file. It is also possible for both the FTP C lient and OCS ladder functions to read
the same file at the same time.

If there is a file access conflict, such as an FTP Client attempting to delete a file that is

currently being read or written by ladder, the file delete request is denied and an  error
response is sent to the FTP Client.
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CHAPTER 2: HTTP SERVERPROTOCOL
2.1 HTTP Overview

NOTE: The HTTP functionality covered in this chapter is not the same as the WebMI
functionality also available for many OCS products. The HTTP protocol section should
not be checked if WebMI is to be used. Refer to Chapter 15 for WebMI functionality.

Hypertext Transfer Protocol (HTTP) is a standard Client/Server Internet protocol,
based on RFC1945, which transfers web content over a TCP/IP network. In this context,
the OCSacts as an HTTP Server (web content provider), which responds to requests
from HTTP Clients (web browsers).

The OCE " \ hhd gy8«y§ " 2¥¥o0§0O" a¥O} mEuj \'hhd Wi} y!
web browser operator to enter a User Name and Password, before web content can be
accessed.

Properly authen ticated, an HTTP Client can access web content previously stored in
the OCS file system. This web content can include standard static HTML files and other
web resource files. In addition, the HTTP Server allows the HTTP Client to display and
edit OCS register data, by embedding specially named dynamic HTML files
(readreg.htm and writereg.htm ) into a static HTML file.

2.2 HTTP Configuration

If the HTTP Web Server will be used in the application, HTTP Configuration must be
performed, in addition to the general Ethernet LAN1 Configuration previously
described in Chapter 3. To configure HTTP protocol, use Cscape Programming
Software to perform the following five steps:

1. Open the Ethernet LAN1Configuration dialog by selecting Controller A Hardware
Configuration (select a series and device type)A LAN1/Config.

Protocol Support
Resident Protocols

[]ICMP (Ping)
[]EGD (Ethernet Global Data) Configure Selected Pratocal
] SRTP Slave (90-30 Service Request)
[[1Modbus Slave
[] Ethernet/IP
[]FTP (File Server)
[] ASCII Over TCP/IP
[C1NTP Protocol{Obtain clock from web based server)
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2. Enable HTTP by checking the HTTP (Web Server) checkbox in the LAN1
Configuration dialog Until this is done, the OCS will not respond to any HTTP Client
requests.

3. Click on the Configure Selected Protocol button next to the HTTP (Web Server)
checkbox to open the HTTP Configuration dialog. Refer to figure below.

HTTP Configuration X
User1
Name:
User Name: | - -
Password:
ok | cancel |
Figure 12.JAHTTP Configuration Dialog
4, Optionally, set up the HTTP Configuration parameters for User l1as follows:
Table 2.1AHTTP Configuration Parameters
User Name YE©OYyS8 Uf uj¥|uf2@c¢cy8}lw " O©8}E{ <2a¥ O
User Name
Password YEO©OYyS8 Uf uj¥|uf2c¢cy8}lw "TO©8}E{ <2a¥ O
Password.
Read Only This option is always deselected and grayed out.
Read / Write This option is always selected and grayed out.

NOTE User Names and Passwords are case sensitive, and, by default, the User Name
and Password are empty. In this case, all HTTP Clients can access the OCS web
content. In a typical application, the User Name and Password should be
configured for security purposes.

5. Click OKto accept the new HTTP protocol configuration.
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2.3 HTTP Operation

After performing HTTP Configuration, as described in section 11.2, a 3" party HTTP
Client (such as a PC running Internet Explorer or Firefox) can be used to browse OCS
web content.

To start browsing web resources stored in the OCS file system, enter the appropriate

URL (Uniform Resource Locator) into the HTTP Client (web bro wser). As a minimum,

the URL should include thetarget OCE ©~ ] d Uxx8y """ Uuf£x u z}iy£fuc¢cyB
cWgé” ]d uxx8y"™" }" EMFBEJLBFI HBisdexhim filejny zoj j o -
the OCS file system root directory:

http://192.168.254.128/index.htm

NOTE The HTTP Server does not automatically default to index.htm, if no file is
specified in the URL.

If the OCSwas configured with a User Name and Password, the browser wi Il prompt for
the User Name and Password to be entered, before opening the web page. Please refer
to documentation provided with the 3 ™ party HTTP Client, regarding how to install,
configure and operate the HTTP Client.

The OCS HTTP Server implements HTTP/1.0 and does not support persistent
connections. Therefore, each time a web page (or other resource) is transferred, the
following sequence takes place:

1. The HTTP Client (web browser) opens a connection with the HTTP Server and
sends a request.

2. The HTTP Server sends a response to the HTTP Client and then closes the
connection.

Since the connection only stays open long enough to complete one request, multiple

HTTP Clients can concurrently access OCS web content, even though they are sharing
a single connection.
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2.4 Web Content - Storing

When storing web content files in the OCS file system, the user should know that the

cWg z}ijy " ® ©Oy¢ }¢¥ijyey£f©" uf CLBGE z}iyEuty

directory names must consist of up to 8 characters, followed by an optional dot, and
an optional extension with up to 3 characters.

Web content files can be stored into the OCS file system media (such as Compact Flash
/ microSD), by temporarily plugging the media into a PC with an installed card reader,
or via Ethernet using FTP (File Transfer Protocol). See Chapter 10 for information on
using the OCSFTP Server.

To keep the web content files organized, multiple files, director ies and subdirectories
can be created on the OCS file system media as desired. Normally, it is a good practice

to store an indexhtm z} jy } £ ©|y 8w©vwo®© x}8ywOog§® u”

required.
2.5 Web Content - Dynamic Data

An OCS HTML file is either static or dynamic. The application engineer creates a static

HTML file and stores it on the OCS file system media. Because of special markups in
the static HTML file, the HTTP Server create s dynamic HTML files to access OCS
Registers. This technique allows a static HTML file to read and write OCS registers

dynamically.

P51 STATIC HTML FILES

Custom HTML files are created to suit the application. These files can be created with a
simple text editor or by using a 3 ™ party HTML Editor.

Within the static HTML file, <iframe> and <form> tags respectively read and write OCS

Register data, by referencing two specially named dynamic HTML files ( readreg.htm
and writereg.htm ).
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.52 DYNAMIC HTML FILERAREADING OCS REGISTER DATA (READREG.HTM)

OCS Register data is read by placing an <iframe> tag, that references readreg.htm,
within a static HTML file. The following example <iframe> tag reads and displays OCS
Register %R11 as an Unsigned Integer every two seconds:

<iframe src="readreg.htm;reg AR11;ImMAJINT;rfsA"></iframe>

The required src attribute is a quoted string containing the readreg.htm reference and
two or three parameters, a Il separated by semicolons. The reg, fmt and rfs parameters
specify the OCS Register to read, the display format to use and optionally how often to
refresh the data. These parameters are described in more detail in the following 3
sections:
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rs521 REGPARAMETERAOCS REGISTER READ REFERENCE

Examples: regAR11

regAR11.3
The required reg parameter is followed by a dash and an OCS Register reference.
Register reference numbers start at 1 and the maximum depends on the register type
and OCStype, as show in the following table:

Table 2.2 AOCS Register Read References
OCS Register Type Maximum Reference (ETN200) | Maximum Reference (ETN300)
%R R2048 R9999
%Al, %AQ Al512, AQ512 Al512, AQ512
%l, %0Q, %M, %T 12048, Q2048, M2048, T2048 12048, Q2048, M2048, T2048
%S S16 S16

U For BOOL formatting (see next section), a bit number can be appended to 16 -bit
register references (%R, %Al and %AQ). For example, regAR11.3eferences bit 3 of
register %R11. Valid bit numbers are 1 through 16.

rs522 fmt Parameter AOCS Register Read lermat

Examples: fmt BOOL

fmt ABOOLADNADFF
fmt ABOOLAYESANO
fmt ABIN

fmt AHEX

fmt ANT

fmt AUINT

fmt ADINT

fmt AUDINT

fmt AREAL

fmt AREALAE

fmt AASCIIALO

fmt APADR

The required fmt parameter is followed by a dash and a display format type. Valid

format types are BOOL, BIN, HEX INT, UINT, DINT, UDINT, REAL, ASCIIl and IPADR
Three of these format types (BOOL, REAL and ASCIl) have optional or required
modifiers as follows:

The BOOL format reads and displays a single bit, and two optional modifiers indicate

©ly ©y-© ©o x} " ¥ju® zwv§ ©|ly Vv}OE" je{}lwuij CcE£ uE:
will be displayed if the modifiers are omitted. In other words, fmtABOOL is equivalent

to fmtABOOLATRUB¥-ALSE
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The REAL format reads a 32 -bit floating -point value, and the optional AE modifier can
be used to display data in exponential (scientific) notation. The fmtAREAL format
displays a variable number of digits to the left of the decimal point and 6 digits to the
right of the decimal point (e.g. AL2345.000000). On the other hand, the fmtAREALAE
format only shows 1 digit to the left of the decimal point and shows 6 digi ts to the right
of the decimal point followed by a 4 -character power of 10 (e.g. AL.234500E+04).

The ASCIlIformat accesses a string of ASCII characters, and a string size modifier from
Alto A3lis required, indicating how many ASCII characters to read and display. For
example, the fmt AASCIKLOformat reads and displays a string of 10 ASCII characters.

rs523 rfs Parameter AOCS Register Read AutoRefresh

Example: rfs 2

The optional rfs parameter specifies how often the <ifr ame> should automatically
refresh the data on the browser screen. For example, rfsA2 will cause the data to be
refreshed every 2 seconds.

The number of seconds specified can range from 0 to the limits of the browser. A
refresh time of 0 will refresh the d ata as often as possible, but this is not
recommended because of the volume of Ethernet traffic it can create. If the optional
fs parameter is omitted, the data will only be refreshed when the user manually
refreshes their web browser screen.

Thedfsparu ¢y ©y § 2"y~ u Oyw|-¥3diEry @ui@yixi Colj}ysPv

v §

the periodic refresh. Ne© ujj -yv Vv8o-"y§" "2¥¥o80© Cwj}yE£o®O

support it can usually be configured to disable it for security purposes.

NOTE When using an Internet Explorer browser to view OCS web pages that employ
the rfs parameter, the browser plays the currently configured  Start Navigation
"maf£x <u " |ng©® CO}w ¢ V® XxXyzu?ij©= zo§
open the Windows Control Panel, (2) click the Sounds or Sound and Audio
Devices icon or link and (3) turn off the Start Navigation sound by selecting
(None) for it in the dr op-down list.
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rs524 nt Parameter AOCS Register Read Font

Example: fnt-5-arial-blue

The optional fnt parameter specifies the font size, typeface and color to be used when
OCS Register data is displayed on the browser screen.

All 3 font attributes (size, typeface and color) are optional, but must be specified in the
order shown. For example, fnt-5-arial specifies a size 5, Arial font, but will use the
v8o-"y8¢" XxXyzu?j© ©Oy-© wojao8B

If the size or typeface is omitted, its dash character should still be used as a
placeholder. For example, fnt---blue specifies that the displayed text will be blue, but
theb§ o -"y8€" xyzu?ai© zv£0O0O "} y UEX O®¥yzuwy =1}

NOTE: In this last example, there are 3 dashes between fnt and blue.

For the I attribute (font size), a number from 1to 7 can be used, with 1as the smallest
and 7 as the largest. This is a browser limitation, as browsers typically support only 7
font sizes. Optionally, a point size can be specified, such as 12pt but the browser will
translate this into one of its supported font sizes.

For the 2™ attribute (font typeface), any typeface name supported by the browser can
be used, such asArial, Times New Romanor Courier New.

For the 3™ attribute (font color), the 16 standard HTML color names should always

work. These 16 standard colors are aqua, black, blue, fuchsia, gray, green, lime,
maroon, navy, olive, purple, red, silver, teal, white and yellow.
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.53 DYNAMIC HTML FILERAWRITING OCS REGISTER DATA (WRITEREG.HTM)

OCS Register data is written by placing a <form> tag, that references writereg.htm ,
within a static HTML file. The following example <form> tag sets up an Unsigned Integer
write to OCS Register %R11.:

<form action="writereg.htm;reg AR1L,fMAJINT" method="po” ©6 Ry PCz a § ¢ R

Between the <form> and </form> tags, there should be one or more <input> tags that
enable a browser operator to enter or select data and write it to the register.

For example, in the following complete <form> markup, the first <input> tag cr eates a
text input box, containing a default value of 0, which allows the user to enter a new
value for %R11. The second <input> tag creates &end button, which can be clicked to
submit the new value (write it to the register):

<form action="writereg.htm;reg AR1L;fmAUJINT" method="post">
<input type="text" name="reg" value="0">
<input type="submit" value="Send">

</form>

In the following example, the first <input> tag creates an ON button that can be clicked
to turn %T22 On, while the second <input> tag creates an OFF button that can be
clicked to turn %T22 Off.

<form action="writereg.htm;reg -T22;fmt-BOOL-ON-OFF" method="post">
P} £¥20 O®¥YyQ6 " 2ve} ©6 £uctyQCc8y{¢ «uij
P} £¥20 O®¥YyQ6 " 2ve}©6 £uctyQCc8y{¢ «uij
</form>

ayQ6ch6

ayQ6CcZZ6

Important: In the above two examples, the OCS HTTP Server expectsthe£E u ¢y Qé 8y { ¢
attributes to appear exactly as shown.

h|y Pzon 8¢ R ©udctioni att@uté 3s} & guoted string containing the
writereg.htm reference and two parameters, all separated by semicolons. The reg and
fmt parameters specify the OCS Register to write and the data entry/select format to
use. These parameters are described in more detail in the following 2 sections:
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P.5.3.1Ireg Parameter AOCS Register Write Reference

Examples: regAR11
regAR11.3

The required reg parameter is followed by a dash and an OCS Register reference.
Register references start at 1 and the maximum reference depends on the register
type and OCStype, as show in the following table:

Table 12.3 AOCS Register Write References
OCS Register Type Maximum Reference (ETN200) Maximum Reference
(ETN300)
%R R2048 R9999
%Al, %AQ Al512, AQ512 Al512, AQ512
%I, %Q, %M, %T 12048, Q2048, M2048, T2048 12048, Q2048, M2048,
T2048

U For BOOL formatting (see next section), a bit number can be appended to 16 -bit
register references (%R, %Al and %AQ). For example, reg-R11.3eferences bit 3 of
register %R11. Valid bit numbers are 1 through 16.
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r532 fmt Parameter AOCSRegister Write Format

Examples: fmt BOOL
fmt BOOLAONADFF
fmt BOOLAYESANO
fmt ABIN
fmt AHEX
fmt ANT
fmt AJINT
fmt ADINT
fmt AUJDINT
fmt AREAL
fmt AASCIIALO

The required fmt parameter is followed by a dash and a data entry format type. Valid
format types are BOOL, BIN, HEX INT, UINT, DINT, UDINT, REAL and ASCIL Three of
these format types (BOOL, REAL and ASCIl) have optional or required modifiers as
follows:

The BOOL format writes a single bit, and two optional modifiers indicate the text that

must be submitted to set the bit to its logical On and Off states. If these modifiers are

n¢} OOy x@ ©| y® xyzu?;© ©n fAtABOOLIEequivBlent taCfltA g VY ¢é @
BOOLATRUBAALSE

The REAL format writes a 32 -bit floating -point value, and data can be entered in either
standard decimal notation or in scientific notation as desired, with or without the A
modifier. The A modifier is not necessary and is ignored if present.

The ASCIlIformat accesses a string of ASCII characters, and a string size modifier from
Alto A3lis required, indicating how many ASCII characters will be written when the
form is submitted. For example, the fmt AASCIIKLO format writes a string of 10 ASCII
characters. If the user enters an ASCII string that is smaller than the specified string
size, the submitted string will be padded with spaces.
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2.6 Web Content - Authoring

Web content can range from very simple to extremely complex depending on
application needs. As such, it is well beyond the scope of this supplement to attempt to
provide a tutorial on the subject .

6.1 WEBSERVER EXAMPLE APPLICATIONS

One of the best ways to learn how to use the HTTP Web Server is to study working
examples. OCS HTTP Web Server Examples are available for download on the Horner
Automation website (Support A HE-XEC Ethernet Utility A OCS Web Demo

https://hornerautomation.com/support _ -files/

r6.2 WEBAUTHORING REFERENCE MATERIAL

Those new to web content development would be well advised to obtain and study one
or more published books on the subject.

Crowder, David A. and Bailey, Andrew.
Creating Web Sites Bible, Third Edition.
Indianapolis, IN: Wiley Publishing, Inc., 2004.
ISBN: 0470223634

Powel, Thomas A.

HTML & XHTML: The Complete Reference, Fourth Edition.
Emeryville, CA: McGraw-Hill/Osborne, 2003.

ISBN: 0-07-222942 -X
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6.3 WEBAUTHORING TOOLS
There are several 3" party tools available to assist in the development of web content.
These tools come in four basic types: Text Editors, HTML Editors, WYSIWYG Programs,

and Word Processors.

Text Editors require a thorough knowledge of HTML (HyperText Markup Language).
However, many experienced web developers prefer to work using a plain text editor.

HTML Editors are specially enhanced text editors designed specifically to make web
page creation easier, but they still require a great deal of HTML knowledge.

WYSIWYG(What You See Is What You Get) Programs allow HTML code creation using

X 8u{ utx XxX8o¥ Oyw|£}]2ay" @ Uu€fx ©| ar- ¥8§uo¢} "

understand HTML. However, when problems arise, there is no substitute for getting
into the generated HTML code to s ee what is going on.

Word Processors should be avoided for web content design because they are not
designed for this purpose .

Table .3 contains suggestions for web authoring tools:

Table 2.4 AWeb Content Authoring Tools
Tool Name Tool Type Platform(s) Web Site
Homesite HT.ML Windows http://www.adobe.com/
Editor
WYSIWYG Windows ]
Dreamweaver Program MAC http://www.adobe.com/
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CHAPTER B: Email (SMTP Protocol)
13.1 Overview

Email has been implemented using SMTP (Simple Mail Transfer Protocol) protocol in
OcCSs.

An electronic mail message consists of two components, the message header, and the
message body, which is the emailé content. The message header contains control
information, including, an originator & email address and one or more recipient
addresses. Usually additional information is added, such as a subject header field.

This feature is designed to send email messages embedding real time data (logic
registers) of the controllers and can be configured using Cscape.

Minimum version requirements for Email feature Firmware 12.6.

Horner ethernet email supports:

login type authentication

allows up to 20 logic registers to be embedded per email.
supports up to 128 different emails to be configured.
Supports email with attachments.

= =4 =4 =9

NOTE OCScannot receive emails.

NOTE For SSL/TLS email servers, default port is 587 and for other non -SSL servers it
is 25.

OCS Series and Email Support

TLS 1.3 encryption
Controller(s) supported from Email Support Gmail Support
Firmware Ver:
Legacy Controllers:
Classic OCS, NX series, No Yes No
QX Series, RX Series,
RCX Series, XL10e, XL6e
XLEe / XLTe No Yes No
XL4e, EXL6e, XL7e, Yes (FW Ver 15.00 or Yes Yes
ELX10e, XL+ later)
X4,'X5 & X7 (Micro OCS No Yes No
Series)
X2, XLE, XLT (No
Ethernet) NA NA No
ZX Series Yes (FW Ver 15.00 or
Yes Yes
later)
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1.2 Email Configuration

NOTE:Ethernet port configuration i s needed before configuring Email feature. Refer to
Chapter 3.

1. Open Cscape and then Email Configuration dialog, Click on Program and then
select Messaging A Email.

1 Cscape - [EGD Node1]
] Fle Edt |Progam | Controler Debug Tools Screens View Window Help

New Enhanced Ladder Logic Block |
[l New Enhanced Ladder Logic Subroutine

Protocol Configuration

i

otion Configuration

- NN E A N ol sl

Figure 13.1AOpening Email Configuring Dialog
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2. This will bring up the following dialog. Select Enable Email Configuration to
begin email configuration. See Table 15.1 for more configuration information.

E-Mail Configuration X

v Enable Email Configuration

E-Mail Status Register Configuration
Address: [ MName: LI 16-BIT %7

Additional E-Mail Configuration

E-Mail Server Configuration |

EMail Message Configuration

E-Mail Directory |

oK Cancel

Figure 13.2AEmail Configuring Dialog

Table B.1AEmail Status Register Configuration
Address Enter the starting register location to indicate the status
of the email communication.
Name Enter (or select) an I/O name.
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13.3 Email Server Configuration

Table 13.2AEmail Server Settings

The Email address of the controller can be configured here. If the
user wants to provide email address through register, the Get
Settings from Register checkbox can be clicked and register
reference can be provided in E-mail Address edit-box. The
register mentioned here should contain the email address
followed by null termination or space.

E-Mail Address

SMTP Server IP:

SMTP Server The SMTP Server IP address of the email service provider needs
to be provided here. In case SMTP server IP needs to be obtained
from DNS server, select Obtain SMTP Server IP Address from
DNS Servercheckbox. This will enable DNS Server IPand SMTP
Server Name edit-boxes. Configure these with the information
provided by email service provider.

Port:

The default port for email configuration is set to 25 but can be
changed by user if required.

] Get Settings from Registeré } °~ w| yw y xN

DNS Server IPand SMTP Server IPneeds to be provided in 32 -
bit IP format in the defined register location.

Port number needs to be provided in 16-bit numeric format at
the defined register location.

SMTP Server Name (if required) needs to be provided at the
register m entioned followed by null termination or space.

The firmware for E -Mail also supports Login type of SMTP
authentication. To use this feature, the Authentication SMTP
SMTP Authentication checkbox should be checked. The username and password for
authentication needs to be provided here. (TSL/SSL
authentication servers are no t supported)

] GetSettings from Registeré } © w| yw y x N

User Name and Password needs to be provided at the register
location mentioned followed by null termination or space.
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Two options are available for configuring email in Cscape.

OPTION A:Click on Email Server Configuration to configure email address, server
address, and authentication.

| Email Server Configuration X

Operation Mode
' Ethemet [~ Get Settings from Registers

" GPRS
Email Address

techsppt@heapg.com

SMTP Server
[v Obtain SMTP Server IP Address from DNS Server

ra

DNS ServerIP: | 192 . 168 5

SMTP Server Name : |mai|.heapg. com

| 0 o . o . 0
Part: |25

SMTP Authentication
| Enable

User Mame : |techsppt@heapg.com

Password : |)¢<}0¢¢¢4

DK I Cancel

Figure 13.3AOption A: Email Configuring Dialog
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OPTION Bilf the user wants to provide the email configuration through registers,
Get Settings from Register ¢ w | y shouwddbe checked. In this case the entire
configuration data is taken from logic registers.

Email Server Configuration X

Operation Mode

* Ethemet v Get Settings from Registers
" GPRS
Email Address
[%R11 Name: [EM_ADDR | €D xN
SMTP Server

¥ Obtain SMTP Server IP Address from DNS Server

DNS Server IP: |3§H1UU MName: IEM_DNS_\F’ j 2-8I7
SMTP Server Name : [%R200 Name: [EM_SMTP_SERVER | @ N

I I J 32-BIT

Port: |25 Name: [EM_PORT | e

SMTP Authentication

¥ Enable
User Name : |%R300 Name: [EM_SMTP_USER | @ <N
Password : | %R400 Name: |EEIEESS v | € N

ok | Cancel |

Figure 13.4A0ption B: Email Configuring Dialog

Following considerations must be made when using registers for configuration

9 DNS Server IP and SMTP Server IP need to be provided in 32bit IP format in
the defined register location.

9 Port number needs to be provided in 16 -bit numeric format at the defined
register location.

1 Email address needs to be provided at the register ment ioned followed by null
termination or space.

1 SMTP Server Name (if required) needs to be provided at the register mentioned
followed by null termination or space.

1 User Name and Password (if required) need to be provided at the register
location mentioned followed by null termination or space.

Once email server is configured, click OK, and return to the email
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13.4 Email Directory Configuration

Before creating emails, a directory of email addresses need s to be created. Click on E-
Mail Directory button to configure email addresses.

E-Mail Configuration X

[ Enable Email Configuration

 E-Mail Status Register Configuration
Address: I Name: LI 16-BIT w2

— Additional E-Mail Configuration

E-Mail Server Configuration |

— EMail Message Configuration

E-Mail Directory I

(1] | Cancel
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Email Target Directory

Email address configuration is very similar to SMS Address configuration with email
addresses replacing phone numbers.

Email Target Directory X |
Configured Contact Information List:
Group Name [ EMail Address [ Person Name [ Comments
Add Contact
oK | Cancel
Figure 13.5AEmail Target Directory Dialog
Table 13.3 AEmail Target Directory
Add Contact Add a new contact
Modify Contact If a contact is already added in the directory. (You will see

information about the contacts in the above screen.) To modify the
contact, either double -click the row or highlight the row and click
Modify Contact.

Delete Message To remove a listing after highlighting the row.
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Email Directory

Email Directory X
Group Name: | j
Erail Id : | Narme: | Ll
Comments:

0K | Cancel

Figure 13.6 AEmail Directory Dialog

Table 13.4ANew Contact Information

Group Name Enter or select a Group Name.

1. It can contain characters A -Z, a-z, 0-9, and the _ underscore
character.

2. The first character must be A -Z, a-z, or the _ underscore
character.

3. Do not use spaces or special characters.
4. Do not use two consecutive underscore characters.

Email ID Either enter an Email ID or enter a register where the email ID is
stored.

The email address can be provided through register also wherever it
is required to be changed the address in runtime. The register
mentioned here should contain the email address fo llowed by null
termination or space.

Mail ID Name If the Email ID is provided through register, the IP name also can be
provided here.
Comments Add description/comments for the email address here.

Click OKto see the contacts in the directory.
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The following screen shows examples of contacts added to the directory.

“mail Target Directory X

Configured Contact Information List:

Group Name I EMail Address I Person Name I Comments I
GROUPT techsppt@heap... Technical Support

&dd Contact

0K Cancel

With the directory being created, you are now ready to begin creating send email
message formats.
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1.5 Outgoing Messages

NOTE Before creating send emails, a directory needs to be created. Up to 128 different
emails can be configured.

E-Mail Configuration XK

[V Enable Email Configuration

E-Mail Status Register Configuration

Address: I

*mail Send Mails

Configured Send Mails List:

Name: LI 16811 %2

Additional E-Mail Canfiguration

E-Mail Server Configuration |

EMail Message Configuration

E-Mail Directorny I

Outgoing Messages |

0K | Cancel

Trigger Variable I Email Text I Send Groups:

Add New Message

oK I Cancel

Table B.5 ANew Email Message

Add New Message

Add a new email message format (i.e. email body)

Modify Message

Edit a message that is already in the list. Either double -click the row
or highlight the row and click Modify Message.

Delete Message

Remove a message after highlighting the row.
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When Add/Modify Message is clicked, the following screen appears.

Message/EMail Configuration X

Trigger Variable Settings
Address: || Name: [

<] -

Message/EMail Attributes
Send Groups: -

Message/EMail Configuration

Subiject |

F2 = Insert Field F3 = Insert Char
I~ AttachFile  Type [Alfiles ~1

|

oK |
Figure 13.7AVlessage/Email Configuration Dialog

Cancel ‘

Table 13.6AEmail Message Configuration

Trigger Variable
Settings

se

lected in the Name field.

An event is needed to trigger an Email communication from the controller to
the member(s) of a Group. Enter a bit reference in the Address field that
(when set to HIGH) causes the Email message associated with the trigger to
be sent to the specified Group member(s). An I/O name can be entered or

On successful transmission of email, the trigger bit is made low by firmware.
In case of error in transmission, the status register is updated, and firmware
keeps on trying to send email till trigger bit is made low by the user.

Message/ Email

Enter or select the group that the Email message is sent to. Enter or select

Attributes the Send Group that this email message is to be sent to.
Message / Email Messages can containtext and register data values, which approved group
Configuration members can read from the controller's data registers at runtime.

1 Enter the Subject of the email communication.
1 Enter the body of email.

1 To edit/add register data values, click F2 = Insert Field button and
configure the Insert Value Field screen shown in Figure 13.8 below.

1 To have special characters added, click F3 = Insert Char button and
configure the Select a Character to Insert screen shown in Figure 13.9

below.
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Insert Value Field X |

Yalue Variable Settings
[

Address: || Nama[ ﬂ Register Width: ’m
|
Other Settings
Display Format: [INT LI " Left Justified
{* Right Justified
Decimal Position: |0 3: Number of Digits: m = ™ Fil Zeroes

oK | Cancel

Figure 13.8Ansert Value Field Dialog

Table 13.7Alnsert Value Field

Value Variable Settings Enter a register reference where the data embedded in the
email to send will be stored. An I/O name can be entered or
selected in the Name field. Select Register Width also.

Up to 20 register value fields can be added to an email message.

Other Settings Select the Display Format from the drop -down. In the Decimal

Position field, enter the position of the decimal point. Enter the
number of digits in the Number of Digits .

Example: xx.xx shows that the decimal is in the 3rd position and
the total nu mber of digits (including the decimal) is 5.

Click the Fill Zeroes box and the Left Justified or Right Justified
box if desired.
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f Click F3 = Insert Char button or press F3 to place a character to be place in
email body.

Figure 13.9ASelect a Character to Insert Dialog

f Click OKto add registers/characters in the email body.
f Click OKto return to the Email Configuration screen.
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